Univerzita Karlova v Praze
Matematicko-fyzikalni fakulta

DIPLOMOVA PRACE

Bc. Daniel Joscak

Hledani kolizi v hasovacich funkcich

Katedra Algebry
Vedouci diplomové prace: Doc. RNDr. Jiri Ttma, DrSc.
Studijni program: Matematika

Studijni obor: Matematické metody informacni
bezpecnosti



Dékuji Doc. RNDr. Jifimu Tumovi, DrSc. za cenné rady, ndmeéty,
jazykovou upravu a dlouhé hodiny konzultaci, kterymi prispél k napsani
diplomové prace. Dale dékuji svym rodi¢um, protoze bez jejich lasky a pod-
pory po dobu mého studia by tato prace nemohla vzniknout a také vsem
svym pratelum, které jsem po dobu studia poznal.

Prohlasuji, ze jsem diplomovou préaci napsal samostatné a vyhradné
s pouzitim citovanych pramenti. Souhlasim se zapujéovanim préce.

V Praze dne 21. dubna 2006 Daniel Joscak



Contents

Introduction 4
1 The MDS5 Algorithm 6
1.1 The Compression Function . . . ... ... ... ... .... 6

1.2 Notation . . . . . . . . . . . e 9

2 Attack Principle 10
2.1 The Principle of our Algorithm . . . . ... ... ... .. .. 11
2.2 Satisfying of the Prescribed Conditions on Rig, R17 and Rig . 12

3 Our Algorithm 15
3.1 Explanation of Algorithm for the First Block . . . ... ... 16
3.1.1 Step 3.cof Algorithm 1. . . . . ... ... ... .... 16

3.1.2  Step 4. of Algorithm 1. . . . .. ... ... ...... 18

3.1.3 Improving the Probability of Zoo[17] =0. . . . . . .. 23

3.2 Explanation of Algorithm for the Second Block . . . . . . .. 24
3.2.1 Step 3.c of Algorithm 2. . . . . ... ... ... .... 24

3.2.2 Step 4. of Algorithm 2. . . .. .. .. ... ...... 27

4 Klima’s and Stevens’ Algorithms 29
4.1 Stevens’ Algorithm . . . . . ... ... ... oL 29
4.2 Klima’s Algorithm . . . . ... ... ... ... .. ...... 30

5 Algorithm Complexity 34
5.1 Conditions on the Initial Vector . . . . . . . . .. . ... ... 34
5.2 The Calculation of Complexity . . . ... .. ... ... ... 38

6 Results 44
Conclusion 45
Bibliography 46
A Prescribed Conditions 47
B Procedure of Verification 51



Nazev prace: Hledani kolizi v hasovacich funkcich

Autor: Daniel Joscak

Katedra: Katedra algebry

Vedouci diplomové préce: Doc. RNDr. Jifi Tuma, DrSc.
E-mail vedouciho: tuma@karlin.mff.cuni.cz

Abstrakt: Hlavnim obsahem této prace je hledani kolizi v hasovaci funkci
MD5. Predstavime nas novy algoritmus zalozeny na metodé hledéni
kolizi podle Wangové a kol. V prubéhu psani této prace Stevens
a Klima publikovali dva nové algoritmy na hledani kolizi v této funkci.
Prineseme popis vsech tii algoritmu a také jejich vypocetni slozitost.

Klicova slova: MD5, kolize, hasovaci funkce

Title: Finding Collisions in Cryptographic Hash Functions
Author: Daniel Jos¢ak

Department: Department of Algebra

Supervisor: Doc. RNDr. Jifi Tuma, DrSc.

Supervisor’s e-mail address: tuma@karlin.mff.cuni.cz

Abstract: The main interest of this paper is finding collisions in the hash
function MD5. We present our new algorithm based on Wangs et al.
methods of finding collisions in MD5. While writing this thesis Stevens
and Klima published their fast algorithms for finding collisions. We
give a description of these algorithms and the calculation of com-
putianal complexity of all three algorithms.

Keywords: MD5, collision, cryptographic hash functions



Introduction

Hash functions belong among most important cryptographic primitives.
A hash function takes as input an arbitrary long binary message and maps it
to a binary output of a fixed length. The length of the output message is the
length of the hash function. The output is called the hash value of the input.
The hash value is also known as a“digital fingerprint” of the input message.
Just like a fingerprint can be used to identify (almost) uniquely a person
the hash value of a message can be used to identify (almost) uniquely the
message.

There are several requirements a well designed hash function should
satisfy. First of all, the algorithm for computing the hash value of a given
input should be very fast even for extremely long input messages. On the
other hand, the hash function should be “one-way” meaning that it is very
difficult to invert it, i.e. to find any input with the prescribed hash value.

Besides various other applications, cryptographic hash functions are also
used in digital signature schemes. Every digital signature scheme is based
on an asymmetric cipher. The digital signature of a document is obtained
by applying the decryption function of the cipher to the document. When
used in this context the decryption function is also called the signature func-
tion. As asymmetric ciphers are notoriously slow the decryption function
is applied only to the hash value of the document rather than to the docu-
ment itself. This restricts the length of the message to which the decryption
function is applied to the length of the hash function used in the digital
signature scheme.

However, replacing the document by its hash value in digital signature
schemes is not without danger. A digital signature of a message is simulta-
neously a digital signature of any other message with the same hash value
as the original one. Thus it is critical that the hash functions used in digital
signature schemes are collision resistant, meaning that it is computationally
infeasible to find two different messages with the same hash value. Only in
this case it is possible to assign uniquely a digital signature to the signed
document.

If a hash function is found not to be collision resistant then it does not
mean automatically that all digital signatures that used the hash function
earlier can now be repudiated. To falsify a signature of a given document
requires to find a second preimage of the hash value of the document i.e. to
find another message with the same hash value as the original document.
This is much stronger requirement than just to find any two different mes-
sages with the same hash value.

Less than two years ago collision resistance of several widely used hash
functions was broken. A group of researchers lead by Prof. X. Wang (of
Shandong University, China) presented in [2] collision resistance attacks on
MD5 and other hash functions. Since then a lot of research on various as-
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Figure 1: Hash function in a digital signature scheme

pects of the Wang et al. attacks was published, see e.g. [4], [5], [6], [7]. In
this master thesis we present various improvements of multi-message modi-
fication - the method behind the original Wang et al. algorithm for finding
collisions in MD5. We also present a new algorithm which is up to our
knowledge the fastest known algorithm based on multi-message modifica-
tions. While writing this thesis Stevens [8] and Klima [9] published their fast
algorithms for finding collisions in MD5. In their algorithms multi-message
modifications are followed by so-called tunelling. The idea of tunelling leads
to further improvements in running time of their algorithms. Stevens’ algo-
rithm is about twice as fast as our algorithm and the Klima’s algorithm is
about ten times faster than our. We also present a detailed calculation of
the computional complexity of the three algorithms and verify experimen-
tally that our results correspond very well to the actual running times of
the algorithms.



1 The MD5 Algorithm

In this section we give a description of the MD5 hash algorithm. We present
a slightly modified version to be more suitable for further cryptanalysis and
for the description of our algorithm for finding collisions.

The hash function MD5 was designed by Ronald Rivest in 1992. It is an
improved version of MD4 and a more detailed description of the algorithm
can be found in its specification RFC 1321 [1]. To be consistent we present
the entire description of the MD5 hash function.

First, the message is “padded” (extended) so that its length (in bits) is
congruent to 448 mod 512. Then the 64-bit representation of the message’s
length is appended to the result. Now the message length is a multiple of
512 bits and the message can be divided into 512-bit blocks. The initializa-
tion vector I'V consisting of four 32-bit registers (words) (IVy, IVy, Vs, IV3)
together with the first message block form the input to the compression
function, denoted hpsps, of the MD5 algorithm. The output of the com-
pression function are four 32-bit registers. These registers together with the
second block of the message form the second input to the compression func-
tion. This process continues for all blocks of the message, always using the
output of the previous application of the compression function as a new IV
together with the next message block as the input to the next calculation of
the compression function value. The output of the last computation of the
compression function value is the output of the entire hash function. The
hash value of MD5 has 128 bits.

Mathematically we can summarize the process of calculating the MD5-
hash value of a message m as follows

MD5(m) = MD5(m')
= MD5(MC|MY|...|M")
= haps(harps (- - - harps(harps(IV, MO), M) L), ME=1) MR,

where m is the input message, m’ its extended (padded) version, and MP9| ... |M*
is the decompositions of m’ into blocks of 512 bits.

1.1 The Compression Function

The most important part of the MD5 hash function is its compression
function hy;ps. It has two inputs, a 128-bit initialization vector IV =
(IVh, IVh, IV, IV3) and a 512-bit message block M. We will use notation
harps(IV, M), to denote the value of the compression function hj/ps at a
given initialization vector I'V and a message block M.



First, four registers R_y4,..., R_1 are initialized by IV in the following

way

R_4
R_3
R_»
R4

= IV,
IVs
A
= I

Then 64 similar steps are executed, in each step the new value of register

R; is computed. This computation is described in the following definition.

Definition 1.1. An MD5 step is a computation of the next register R;
in the compression function hyrps from known values of the previous four

registers R; 4, R;_3, R;_o, R;_1:

Z,
Z,
R = Ri1+%,

A S

Ksi.
2570

0

or equivalently,

fi(Ri—1, Ri—2, Ri—3) + Ri—a + K; + W;;

for 0 <4 < 63.

Ri=Ri 1+ (fi(Ri_1,Ri_2,Ri_3) + Ri_4 + K; + W;) <<%

The symbols used in this formula have the following meaning:

e The message block M is divided into sixteen 32-bit words, My, ..., M15.
(We use the upper index for indexing the 512-bit message blocks and
the lower index for indexing the 32-bit registers.) The message block
M consisting of 16 words My, My, ..., M15 is expanded into the se-
quence of 64 words W; as follows

M;
Wi =

for 0 < i < 15,

M1 15: mod 16, for 16 <i <31,
M5 3i mod 16, for 32 <@ <47,

Mz; mod 16, for 48 < i < 63.

e K, is a pseudorandom constant of length of 32 bits. The values of K;

are given in [1].

e + means the addition modulo

232 where each word of length 32 bits

is interpreted as a binary expression of a natural number < 232



° Zi<<<si is a left circular shift by s; bits of the register Z;, the values of

s; are given in [1].

e f; is a bitwise nonlinear Boolean function defined as

F(z,y,z) =(@xAy)V(-xzAz), for 0<i<15,

) G(z,y,2) =(xAz)V(yA-z), for16 <i<3l,
fi= H(z,y,2) =x®y® z, for 32 < i <47,
I(z,y,2) =y® (xA-z), for 48 <1 < 63.

Remark 1.2. Notice that the calculation of the value of the register R; de-
pends only on the values of four previous registers R;_4,..., R;—1 and one
word W; of the message block M. So it is necessary to keep the values of
only four registers R; 3, R;_o, R;_1, R; at every step of computation. This
view of the MD5 calculation is used in its specification RFC 1321[1].

Finally, the new initialization vector is computed as:

IVy = R_4+ Rep,
IVs = R_3+ Re,
IV, = R_3+ Reo,
IVi = R_1+ Regs,

232

where “+” means addition modulo

M;; Ri4

fi(Ri-1, Bi-2, Ri3) 3

+ bl o Jolees sp+

P
(2] [z

Figure 2: MD5 compression function



1.2 Notation

We shall use two different notations for a sequence A of 32 bits. The se-
quence A will be called a word or a register. The hexadecimal notation is
emphasized by the prefix Ox. For example

028000€000 = 8 * 167 + 14 * 16>
The value of A in binary representation will be denoted by
[10000000 00000000 11100000 000000005 = 23! 4- 215 4 214 4 213,

The i-th bit in A is denoted by A[i], where i is the order of the bit. Bits
in A are in the order [A[31]... A[0]]2. By the symbol A[30 — 28] we denote
the sequence of bits A[30], A[29], A[28] of the register A. In the following
definition

—(n mod k)
k

, for a natural number n and a positive natural number k.

ndz’vk::n

Definition 1.3. Let a = [a[31],a[30],...,al0]]2 and b = [b[31],b[30],. .., b[0]]2.
We set 7_1 =0 and fori=0,...,31 we set

T = ali] +b[i] + 71 div 2.

The value of T; is called the carry from position i in the sum (a + b), for
-1 < <31

Note that
(a + b)[i] = ali] + bi] + T;—1mod 2

for every i = 0,...,31. The carry in the sum of more then two words can
be defined similarly.



2 Attack Principle

Wang et al. [2] presented the first pair of colliding messages for MD5 at
the rump session of the Crypto 04 conference in August 2004. Later at
Furocrypt 2005 the same authors explained the basic features of their al-
gorithm for finding collisions in MD5 in more detail[3]. Their description
consisted of a detailed set of conditions, the so-called differential path, that
gives many conditions for the content of registers during the calculations of
the MD5-hash value of a message m = (M°|M?!) consisting of two blocks,
each of length of 512 bites. Although Wang at al claimed that their condi-
tions on the content of registers were sufficient for finding another message
n = (N°|N1) of the same length as m and with the same hash value as
M it was shown by Yajima and Shimoyamain in [6], by Liang and Lai in
[7] and by Stevens in [8] that Wang’s sufficient conditions in fact were not
sufficient and further conditions, especially on the form of the sum Z; used
in the calculation of the register R; were needed for certain indexes i. We
will shortly describe the method of Wang et al. [3].

Although the specification of the MD5 hash function uses a fixed initial
vector 1V, the attack of Wang et al. works for any initial vector. We will
denote the initial vector of the attack by IV?, the first block of the first
message by MY, the second block of the first message by M !, the first block
of the second message by NV and the second block of the second message
by N'. To provide two different messages m = (M°|M') and n = (N°|N?)
with the same hash value it is necessary and sufficient to prove that

harps(harps(MO, IVO), MY = hayps(harps (N, TVO), N1,

(padding is overlooked since it is the same for both messages m and n, since
they have the same length). We set further IV, = hy/ps(M° IV?) and
IV.E = hpps(NO, TVO).

The collisions presented by Wang et al. in [2] and [3] as well as all other
colliding pairs found by various authors since the first Wang’s announcement
[2] have the following properties (so- called differentials)

A" =MY—N° = (0,0,0,0,2%,0,0,0,0,0,0,4+2%%,0,0,23,0) (1)
Al=M'—N' = (0,0,0,0,2%,0,0,0,0,0,0,—2%%,0,0,231,0) (2)
IVT}L _ Ivnl — (231’ 231 _|_ 225’ 231 _|_ 225’ 231 _|_ 225). (3)

Wang et al. then proceed with giving precise forms for modular differences
R;— R} and xor differences R;® R, fori = 0,...,63, where R;, R} are the reg-
isters obtained during the calculation hyps(IV°?, M?) and hyps(IV0, N9),
as well as precise forms of IV,} @ I'V,! and forms of modular and xor differ-
ences for registers R;, R} obtained during the calculation of hyps(IV,%, M)
and hpps(IV,L, N1). This is what they call the differential path for MD5

10



collision. From the differential path they derived a set of conditions for par-
ticular bits in the registers Ry, ... Rg3, obtained when processing the first
block MY for particular bits in IV,} and for particular bits in the regis-
ters Ry, ... Rg3, obtained when processing the second block M! (i.e. when
calculating hpsps(IV,L, M')). They claimed these conditions were sufficient
for a message m = (M| M?!) satisfying the conditions and another message
n = (M° 4 A% NY + A') to have the same hash value. As we stated above
the claim about sufficiency of their conditions is false and in fact further
conditions on Z; for some indexes i are needed. However, it should be noted
that all collisions in MD5 found so far have the same differential path as de-
scribed by Wang et al. in [3]. The conditions we used in our algorithms are
based on conditions in [7]. The list of all conditions is contained in Tables
31, 32, 33 and 34. In what follows we call them the prescribed conditions or
briefly the conditions. Notation we use is taken from [8]. For the bit R;[j],
i=—-4,...,63and j=0,...,31:

>0 if there is no condition on the bit,
Rilj] = ’0%, ’1’ if R;[jjmust be the value 0 or 1,
‘ a if R;[jjmust be equal to R;_1[j],
Ak if R;[j]must not be equal to R;_1[j].

Bits in registers that are not prescribed are called free bits. Bits in registers
that have a prescribed value are called fized or prescribed bits.

2.1 The Principle of our Algorithm

The general method of the attack is to compute messages M;, 0 <i < 15),
from the first 16 registers R;, where R;, 0 < ¢ < 15, satisfies the prescribed
conditions. Then we can continue in computing of registers R;, 16 < i <
63, and check (verify) if the prescribed conditions are satisfied. If we find
a condition that is not satisfied then we stop the computing and change
some bits in R;, for some 0 < ¢ < 15. Then we calculate a new message
word M; for indexes i that were affected by the change in registers R; and
continue in computing and verifying of the conditions for R;, ¢ > 16. If all
prescribed conditions are satisfied we have found the first (or the second)
block of the colliding message m. The other colliding message n is then
given by (1) (or (2)).

By the procedure of verification or simply the verification we will call the
process of calculating the values of registers starting from R and checking
the prescribed conditions for R;, ¢ > 16. If some condition is not verified
then we start changing some bits in R; for some 0 < ¢ < 15. Then we
compute the affected message words M;. By the generating of a candidate
for collision we mean the process of changing bits in registers and computing
affected message words M;, where by a candidate for collision we mean the
message block that can be calculated from the modified registers. We want

11



to note that the computation of affected message words M; does not have to
be done before the procedure of verification is started. In fact, the changes
in R; does not have to affect the M; needed in calculation of Rig (or the first
step in the verification procedure). We can use advantage of that fact and
calculate the affected message word only after some of the first conditions
are checked, what will make our algorithm faster.

The complexity of that kind of attack depends on the number of con-
ditions we need to check and on the probability that these conditions are
satisfied. The efficiency of this method can be improved if we can somehow
satisfy some of the prescribed conditions for R;, 16 < ¢ < 63. In Section
2.2 we will show how the prescribed conditions for R;, 16 < ¢ < 18 can
be satisfied by specific changes in R;, 12 < ¢ < 15. This kind of message
modification we use for finding the second colliding block.

For finding the first colliding block we make use of the observation that
there are no conditions for registers Ry, R; which means we do not have to
set their value in advance. The message word M; is used message word M;
in the calculation of Rig . This means we can set the value of register R4
as we need to and calculate M from the registers R;, ¢ = 12,...,16. Four
prescribed conditions for Rig are then fulfilled. The message word Mg is
used in the calculation of R17, which can be calculated from R;, i = 2,...,6.
Similarly, the message word M1 used in calculation of Rig can be calculated
from R;, © = 7,...,11. This means we can calculate the value of R17 and
Ryg, without knowing the values of Ry, R;. In Section 2.2 we will show how
we can increase the probability that conditions for Ri7 and Rjg are fulfilled.
Now we can choose the value of the register Ri9 and calculate the message
word My from R;, i = 15,...,19. Then we can calculate Ry, R and the rest
of the message words M;,i = 2,...,5. Furthermore, after that we can just
change bits in Rg and verify the conditions for R;, i = 20,...,63 and IV,
The registers Ri7 and Rig will not change. In Section 3.1.2 we present an
analysis how to set the value of the register Rig that allows us to increase
the probability of satisfying the conditions for Ryy and Rs; and to specify
the probability that condition Z22[17] is satisfied. That means the procedure
of verification starts with the calculation of the register Rop and the process
of generating a new candidate for collision starts with changing of bits in
Ryg.

2.2 Satisfying of the Prescribed Conditions on R4, R;; and
Ry

The method of satisfying prescribed conditions for registers Rig, Ri7 and
R1s we will be explained by the following example. Suppose we want to
satisfy the condition R;[j] = 0 or R;[j] = 1. In the equation

Ri=Ri-1+ (G(Ri—1,Ri—2, Ri_3) + Ri—y + K; + W;)<<%

12



We set :

Zi = (G(Ri—1,Ri—2, Ri_3) + Ri—q + K; + W;)
7o = (Zi)<<<si
Gi = G(Ri—1,Ri—2,R;_3)
KM, = K, +W,
KRM; = K;+Ria+W;
KGM; = K, +G;+W,;

JANIEN

~

Further we denote the bits in these registers as it is in the Tables 1, 2, 3.

Ri_l[j — 0] bj bj_l bj_g . bo
Z; [] - O] Zj Zj,1 Zj,2 ... 20
Rl[j - O] 1’j xj—l .%'j_g ... 20

Table 1: R;
Ri 4k —0llax ap—1 ap—o ... ap

Gilk = 0]\ gk Gk-1 Gk—2 --- Qo

KMZ[]{ - 0] mp Mrp_—1 ME—2 ... Ty
Zz[k‘—(]] Zj Zj,1 Zj,2 Lo 20

Table 2: Z;, k= j — s; mod 32

Rislk — 0]]dp dy—1 dps ... do
Ri_olk —0]|ck cx—1 Cr—2 ... Co
Rivk — 0] by br_y br_s ... bo

Gi|9k 9k—1 Gk—2 --- Jo

Table 3: G;, k=j — s; mod 32

We want to satisfy the condition x; = 0 or x; = 1. There are several
places where we can influence the value of z;:

e DBits bj, bj_1, bj_2,... in R;_; are free, meaning there are no prescribed
conditions for them. We know:

T =bj+2j+71j—1 mod?2 (4)

13



To choose the right value of b; (4) we need to know the value of 7;_;. The
equality 7j_1 = v € {0,1} holds if and only if for the largest [ < j — 1 such
that b, = 2 we have by = 2 = v. In most cases we will set b;_1 = z;_1.
Then we immediately know that 7;_; = z;_; and from (4) we can calculate
the unknown b;.

e DBits bj, bj_1,... in R;_1 are fized, meaning there are prescribed condi-
tions for these bits, so we need to arrange bits z;, z;_1,... in Z: so that the
equation (4) holds. This can be done in R;_4 or in G; or in W;. We must
find free bits in these registers and change them in a way that we get the
desired bits in Z".

Ezample 2.1. We need to arrange bits zy, 21, 2k_9, in Z;, to be (1,1,0) (or
6 in decimal expansion). Furthermore, the bits ak, ax_1,ax—2,ar_3 in R;_4
are free. Denote the sum G; + K; + W; by Y and by yx, Yx—1, Yx—2, Yx—3 the
bits Y[k — (k — 3)]. Then we can write the equation:

(4ap + 2ap_1 + ap—2) + (4yr +2yp—1 + Yp—2) + h3 =6 mod 8.  (5)

If yp_3 = 0, then we set ap_3 = 0 and obtain 7,_3 = 0. If y_3 = 1, then
we set ap_3 = 1 and obtain 7,3 = 1. This allows us to solve (5) for the
unknowns ag, ag_1, Gp_o.

The situation when we can change the bits in G; is similar. We denote
again Y = K; + R;_4 + W;, then solve the equation

(4gr +29x—1 + gr—2) + (4yx +2Yk—1 + Yr—2) + k-3 =6 mod 8

for the unknowns g, gr—1, gx—2 and set the bits in R; 1, R; 2 and R;_3 so
that

G(Ri—1,Ri—2, Ri—3) = (gk> Gk—1> Gk—2, Gk—3)-

The most difficult situation happens when we need to change some bits
in the message register W; = M/, for i = 16,17,18 i.e. i’ = 1,6, 11, because
we do not have enough free bits in R; 1, R;_9, R;_3 and R;_4. In this case
we need to write down the equation for the computation of My, i = 1,6, 11,
and see whether we can influence specified bits in M;; by changing of some
of the bits in the registers Ry,...,Ry_4. An example of changing bits
in M; can be found in 3.2.1, where we attempt to satisfy the condition
Ri6[3] = R15[3].

14



3 Our Algorithm

The algorithm we present consists of two separated parts. The first one,
generates the first block of a colliding message. The second one finds the
second block of a message to complete the collision. We begin with the
pseudocode of both parts. We recall that the conditions for the verification
procedure are described in Appendix B in Tables 31 - 34.

Algorithm 1 Finding the first block
Input: Initial vector IV°
Output: Pair of messages M, N° 1Vl 1v!
. Ry —IVQ, Rg—IVQ R g IVQ, Ry « IV
2: Initialize Ro, R3,..., Ri1g with regard to the fixed bits;
3: repeat

(a) Randomly change free bits in Ry, R3, R7, Rg, Ry, Ri0, Ri1;
(b) Calculate Mg, M7, Mg, Mg, Mo, M1, Mya, Ri7, Ris;

(c) if one of the conditions for R;7 and R;g is false then
- Try to satisfy them by specific changes in registers Ri3— Rig
- Calculate R17 and Rig again;

(d) if conditions for Ri7 and R;g are true then
- Calculate ]\4137 M14, ]\4157 Ml;
- if My5[17] = 0 then execute step 4;

4: Loop over all possible choices in R19[6 — 0] and Ryg[14 — §]
(a) Change Ryo;
(b) Calculate Moy, Ry, Ry, M5, Rao, Ro1;

(C) if R20[31] 7& 0 or R20[17] 7& R19[17] or R21[31] 7& 0 then
- Change some bits in Rjg to satisfy the conditions;
- Calculate My, Rg, R1, M5, Rog, Ro1 again;

(d) if RQO [31] =0& R20[17] = R19[17] & R21[31] =0 then (Verify the
candidate)
- Calculate RQQ, M4, Rgg, MQ, Mg, R24, R25, e ,IVl;
- Verify the conditions for Ros, ..., Rg3, Ianl;
- if all conditions are true then return M°, N° V! V!

15



Algorithm 2 Finding the second block

Input: Pair of initial vectors IV,., IV} (output from Algorithm 1)
Output: Pair of messages M N1,

1: Ry« IVT}%O, R_35 « IVr}L,B? R o« IVT}L72, R« IVr}L,l
2: Initialize Ry, Rs, ..., Ri5 so that the fixed bits are satisfied;
3: Loop until conditions for Rj¢, Ri7, R}, are true

(a) Randomly change free bits in Ry, ..., Rg;

(b) Calculate My, Mg, Rig, Ri7, R}7, where R} is calculated from
Ry3, Ry, Ri5, R1g, Mg and R}, is Ry4 with changed bit Rq4[17];

(c) if conditions for Rig, R17, are not satisfied then
- try to satisfy them by specific changes in R12, Ri3, R4, R15;
- calculate Rqg, Ri7;
- calculate R}, from Ry3, Ry, Ri5, Ri6, Mg, where R}, is R4
with changed bit R14[17];

4: Compute My, Ms, M3, My, Ms;
5: repeat (Generate a new candidate)

(a) Change free bits in Ry, Rg, Ry, Ri9, Ri1;
(b) Compute My, Ris;

(c) if Rys[31] # 0 then replace Ry4 by R}, and compute Rjg from
R1147 R157 R167 R1177

(d) if Ryg[17] = 0 and Z3g[17 — 3] # (1,1,...,1) then (Verify the
candidate)
- Compute Ryg, Rog, Mo, Ro1, M5, Ra2, Ro3, My, Mg, My,
Mg, M3, My, Rag, ..., Res ;
- Verify the conditions for Rao, ..., Rg3;
- if all conditions are true then return M', N,

3.1 Explanation of Algorithm for the First Block
3.1.1 Step 3.c of Algorithm 1.

We want to satisfy the conditions for Ri7 and Rjg in this step. The general
method of satisfying the conditions is described in 2.2. Here we describe
the process of satisfying the conditions for Ri7 and Rjg in the first block.
Notation we use is taken also from 2.2. The conditions to be satisfied are

o Ri7[31] =0 and R;7[29] = R1[29]. We have fully under our control
the register R16. We will set the bits R14[31 — 28] = (0,0,0,0) and arrange

16



the bits Z;;[31 — 28] = (0,0, 0,0). The conditions Ry7[31] = 0 and R;7[29] =
R16[29] = 0 then follow from the equation Ri7 = Ry + Zf7 as can be seen
from Table 4.

22 21 20 19 18

31 30 29 28 KRMig|y22 Y21 Y20 Y19 Y18
R16 0 00O R14 0 0 0 0 0
Z-10 0 0 0 Ris|c22 €21 €20 C19 Ci8
R17 0 00 7 R16 - B - B -

Ziz] O 0 0 0 7
Table 4: R;17[31] =0

Table 5: R17[31] =0

We have
Z17 = (G(R16, R15, R14) + KRM7).

To achieve the desired bits in Z17 we will change bits in G(R1¢, R15, R14).
We set R14[22 — 17] = (O, 0,0,0,0). Then G(RlG,R15,R14)[22 — 17} =
R15[22 —17]. Now we need to solve the following equation for the unknowns

€22, C21, €20, C29
(8yaz + 4y21 + 2y20 + y19) + (8caz + 4ear + 2¢90 + c19) + 18 =0 mod 16. (6)

If y_4 = 0, then we arrange mg = 0 by setting ¢x_4 = 0, and if yp_4 = 1,
then we arrange 713 = 1 by setting ¢;_4 = 1. Now the equation (6) can be
solved. The changes in Ri4 and Ri5 could be done because the bits are free.

e Ry7[17] = 1. We have another prescribed condition R;6[17] = 0 which
causes we can not fulfill the condition for R17[17] only by changes in Rig.
To control 717 in Rig + Z1, we set Z-[16] = Ryg[16]. Then we can find
out, how we need to arrange Z,,[17]. Bits Z;;[17 — 16] can be arranged by
changes in G17 in the same way as we did for the condition R;7[31] = 0.
The situation is described in Tables 6 and 7.

8 7 6
|17 16 KRMig|ys yr Yo
R16 0 b16 R14 1 11
Zyg| 21t 26 Ris| . . .
Riz| 0 . Ri6|bg bz bg

Zyz| 217 216

Table 6: R17[17] =1
Table 7: R17731 =0
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e Rig[31] = 0. To control 739 in Ry7 + Zy5, we set Z,5[30] = Ry7[30].
Then we find out how we need to arrange the bit Z fg [31]. We arrange the
bits Z,[31 — 30] in Ry4[17 — 16], but this time we need to calculate 75 in
R4 + KGM;g in the algorithm, because it can not be set as we did for the
previous conditions. The situation is described in Tables 6 and 7.

31 30 17 16 15
Riz7| 0 by Ryislair aze 1
Z_fgzzﬂ 230 KGMig|y17 yi6 Y15
Ris| 0 Zy7| 231 230

Table 8: Rig[31] =0

Table 9: Ry5[31] =0

e Rig[l7] = 0. We satisfy this condition in our algorithm only prob-

abilistically with probability %. That means we increase the probability
of fulfilling the condition from obvious % to %. We will try to change bit
Z,3[17], what will change the bit Rys[17]. The change of bits Ry5[3] = Ry[3]
will produce the change of G1g[3] and Z;3[17] only in case Ry7[3] # Rie[3].

We suppose that the condition R;7[3] # Ri6[3] holds with the probability
%. Then with the probability % we can successfully change Rig[17]. The

situation is described in Tables 10 and 11.

3 2 1
17 16 KRMs| ys3
‘Ri7| 0 Rys5| cs3
Z_fgzw Rig| c3
Ris| 0 Ri7| b3
ng Z17 . run .

Table 10: R1g[17] =0
Table 11: Ryg[17] =0

3.1.2 Step 4. of Algorithm 1.

First, we show how a change in the bit Ri9[i] affects the registers Rog, Ra1.
For simplicity we consider only the case Rig[i] = 0. Then

Rllg = Rig + 2! (7)

The other case Rigli] = 1 and Rjq = Rig — 2¢ is similar. For the register
RY,, we have

Ry = Rig+ (Ris+ G(Rig, Ris, R17) + Mj + Ko) < (8)
Changing R19 will affect only the terms highlighted by bold.
- The term R/ in (8) will add difference +2°.
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- The term G(R}y, R1s, R17) in (8) after left shift rotation will add the dif-
ference +21% in case Ri7; = 1 and no difference in case Ri7; = 0. We will
denote this as (+2""°)x(g,.[ij=1), where

o 1, condition = TRUFE
X(condition) = 0, condition = FALSE

The expression X (condition) We Will call the x-coefficient of the difference
- Term M is calculated from the message word

M} = (Rs — Ry)*' =R} — F(Ry4, R3, R>) — K; (9)

where R} is affected by the change in Rjg. We can write the following
equations for other affected registers.

R] = Ry+(R_s+F(Ry,R_1,R )+ M + K;)<"? (10)
Ry, = R4+ (R_4+F(R_1,R_2,R_3)+ Mg+ Ko) <7 (11)
M) = (Rig— Ris)"? — Ri5 — G(Ris, Ri7, Rig) — K19 (12)

From (7) and (12) we have

M) = Mg+ 2112 (13)
and from (11) and (13) we get

Ry = Ro+2"19, (14)

Denote k = (i +19) mod 32. Then the bit £+ j, 0 < j < 31 in the term
F(Rj, R_1,R_3) will be changed if the following conditions are satisfied

L Ry (kvj) # B2 (kg)-
2. R6 (k+7) # Ry (k4j) i-e. carry in Ro + 2i+19 affected the bit k + j.

3. (k+7j) < 32 ie. carry in Ry can affect only bits from position k to
position 31.

Using x-coeflicients we can rewrite this fact in the following form

F(R{,R_1,R_5) F(Ry,R-1,R_)

2 X (R (k£ R[]

2 X (R et 2R s (k1)) X (Ro k1] R) [k+1]) X (k+1<32)

2k+2X(R,1 [k+2]#R_a[k-+2]) X(Ro[k+2]#£ R} [k+2]) X (k+2<32)

HoHHH
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Then from (10) and (9) it follows

R£=R1 +
+

HoH

My =M; —

H H H A

and finally from (8)

RIQO — R20 +
+

H H A

:F

2i+19

2N X (R IK£R A lK)

2 X (R [kt 1] £ R k1) X (Ro [k+1]5 R) [k+1]) X (k+1<32)
22+1X(R_l [k+2]#£R_2[k-+2]) X (Ro[k+2]# R} [k+2]) X (k+2<32)
o
2N (R MR 1K)

2" X(R_ 1 [k-+ 1] R—a [k 1)) X (Ro [k+ 1) £R) [k+ 1)) X (k+1<32)

2Z+1X(R,1 [k+2]#R_a[k-+2]) X(Ro[k+2]#£ R} [k+2]) X (k+2<32)

we get
2i
2i+5X(R17,i:1)
2i+24
i+4
2N (R £R-alR)
i+5
27O X (R (k115 R alk1]) X (Ro [k-+ 1] R [e1]) X (k-+1<32)

22%X(R_l [k+2]#R_2[k-+2]) X (Ro[k+2]# R} [k+2]) X (k+2<32)

where k = (i + 19) mod 32.
Then we also have

Ry = Rbhy+ (Rir + G(Rhg, Rhg, Ris) + Mio + Ko1) <.

The term R, will add the same differences as in (15). The value of the
nonlinear function G will change at the position j if one of the following

conditions is satisfied.

1. Ris[j] = 0 and R)o[j] # Rio[j]

2. Rug[j] = 1 and Ry [j] # Raolj]
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Then from (15) we get

X(Rasli+6]=1) X(R—1[k+2]#R—2[k+2]) X (Ro [k+2]# R [k+2]) X (k+2<32)
(17)

5 = Ra+ 2
+ 22+5X(R17,¢=1)
_ 2i+24
F 2N (o kRl
T 2Z+5X(R_1 [k+1];ﬁR_2[k+1DX(R0 [k+1}¢R6[k+1})X(k+1<32)
T 2TON(R k2l 2Rk 2) X(Rolk+ 21 R [-2)) X (k+2<32)
F ...
+ 2i+9
£ 27N Ruglirsl=1) X(Rarlil=1)
+ 27y Rlir2=1)
£ 2 Ryt d1=1) X (B [ £R_a[K])
£ 2N R[4 5= 1) X (R [k 11 £R o[k 1]) X (Ro k-4 1) £R) (k1)) X (k-4 1<32)
4 9it6+9
+

From (15) and (17) we see that the term +2"*%x (g, _1 strongly depends
on the bit Ry7[i]. It means if the register Ry contains many 0’s then this
term will not contribute to differences R%, — Roo and R); — Rao.

The second observation we should make is the fact that the term

:|:2H4X(R_1 [K]#R_a[k])

depends on the registers R_; and R_s, which are words of the initial vector
for the attack. If we can choose the I'V, then we can set R_1 = R_o and
avoid all differences of that kind in (15) and (17).

The last observation we should make is the fact that not all the condi-
tions in the y-coefficients of the differences in (15) and (17) have the same
probability. For example the term

F2 X (R 2Rl 2) X (R k21 gl 4 2) X k- 2<52)

in (15) will add the difference 2+9 if and only if R_1[i + 21] # R_s[i + 22]
and there is carry in Rg + 27 from bit i + 19 to ¢ + 21, which means
that Roli + 19] and Ry[i + 20] both have to be equal 1. If we suppose
R_1[i+21] # R_5[i+22], then the probability that Rg[i+19] = Rg[i+20] = 1
is i.

Now there are two interesting questions:

1. Which bit in R19 do we need to change, in order to change (with high
probability) the bits Rog[17], R2o[31], R21[31]7
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2. Which bits in Rj9 can we change, in order not to change (with high
probability) any of bits Rog[17], Rao[31], Ro1[31]7

An answer to the first question will help us to increase the probability
of satisfying the conditions in Rgy, R2;. From (15) and (17) we choose the
bits at positions 7,25,22. We give an overview of most probable changes
that these differences bring to registers Rog and Rs; in Table 12. We want
to note that in column R9; we omit the differences that are the same for
R20 and R21.

Rao Roy

+27 | 427 4212 3231 | 4216 4921 498
:F211,:F212,:F213 :|:220,:|:221,:|:222
4225 | 4925 4930 917 | 492 497 4926
7229 7230 7231 | 426 427 428

:|:222 :|:222,:|:227,:F214, :|:231,:|:24,:|:223,
F226 7227 7228 | 123 421 495

+20 | 420 425 224 | 499 491 4ol
:':24,:':25,:':26 :|:213,:|:214,:|:215

Table 12: Change in Rig

We claim that:

1. if Ryg[31] # 0, then the probability of satisfying the condition Ra9[31] =
0 can be increased by changing the bit R19[7]. This change can also
change bit Ra;[31].

2. if Roo[17] # Ri9[17], then the probability of satisfying the condition
Roo[17] = R19[17] can be increased by changing the bit R19[25].

3. if R91[31] # 0, then the probability of satisfying the condition R91[31] =
0 can be increased by changing the bit R19[22].

An intuitive proof of this claim follows from (15) and (17) From the same
reason we claim that if a new collision candidate is generated from the
register Ryg by adding difference +2° to the value of the register Rig, then
the new candidate will (with a high probability) satisfy the conditions for
Roy and Ro;. Better statistical analysis would be required. We decided to
generate a new register R19 by changing the bits R19[6 — 0] and R19[14 — 8].
The change is done by adding the difference +2° to the previous register
Ryg. If the conditions of the registers Roy and Ro; are not satisfied, then we
change in the register Rig the bits at the positions ¢ = 7,22, 25.
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Implementing of the first block of the attack showed that for the original
IV the probability of fulfilling the if condition in step 4.c was only in 15.78%
of cases. That means that the number of calculations M D5 step in one run
of loop 4 Algorithm 1 was in average

(0.8422 % 6 + 0.1578 * 12) = 6.9468 M D5 steps.

The if condition in step 4.d of Algorithm 1 was fulfilled with the probability
approximately 86.67%. That means we generated

(0.8667)2'* = 14200.0128

of collision candidates that were satisfying all prescribed condition for R;,i <
21 in the whole loop 4.(2'* runs). The total number of M D5 steps that
were needed to create these candidates was ko + (6.9468)2'*, where kg is
the average number of M D5 steps calculated in the step 3 of Algorithm 1
before executing the step 4. The average price for generating of one of these
candidates is then

ko + (6.9468)2'4
14200.0128

= 8.0242 M D5 steps,

where we estemated ko ~ 27.

For a random initial vector was the average price for generating of colli-
sion candidate satisfying all prescribed condition for R;,7 < 21, even smaller
- approximately 7.86 M D5 steps.

Tests for estimating of the probabilities for if conditions in the loop 4.
were done for more than 232 runs of the loop 4 of Algorithm 1.

3.1.3 Improving the Probability of Zs[17] =0

After implementing the algorithm for the first block we observed that the
first condition in the verifications procedure is not satisfied with the expected
probability 0.5. In some cases the probability was remarkably higher, in
some cases it was remarkably lower. We will explain what was behind this
observation.

The condition on Z2[17] = 0 is checked only when all the previous
prescribed conditions are satisfied. That means R;g[17] = 0 and we have
specified the prescribed condition Ry9[17] = Rgo[17] = 0. (Saying otherwise
we have set bit R19[17] = 0). That causes G(R19, R20, R21)[17] = 0. The
message word Mi5 used in the calculation of Zys is not affected by the change
in R19 and remains in the step 4 the same, but we do not know it’s value.
We noticed that the probability of the satisfying the condition Z92[17] = 0
was remarkably higher than % in case My5[17] = 1 and remarkably lower
than % in case M;5[17] = 0. The situations are described in Tables 13 and
14.
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17 16 17 16
G22 0 G22 0
K22 01 K22 0 1
Zoo| 0 . Zao| 0
Table 13: Zg9[17], good Table 14: Z3[17], bad
situation situation

The difference is caused by the carry from the 16-th bit 716 in the sum
Rig + Gog + Mis + Koo. For the value of mg can be calculated from the
values of the words Rig, Gag, Mi5, Koo as

16 = ((R1s mod 217) 4 (Gaz mod 2'7) + (M5 mod 2'7) + (Kay mod 217)) div 2.

We denote by S the sum on the right side of the equation. The value
(K29 mod 2'7) = 12454 in decimal expansion. If we suppose that the values
of Rig mod 27, Gas mod 217, Mys mod 2'7 are “random” i.e. chosen from
the uniform distribution, then

0 if S €[124545,217 —1]  =1.66%
__)1ifse (217,215 — 1] = 33.33%
070 2 if §e[218,218 4217 1] =33.33%
3 if S e [2'8 + 217, 517758] = 31.67%

This fact explaines why the probability of satisfying the condition Zg[17] =
0 was higher in case M;[15] = 1 then in case M;[15] = 0. We needed
716 = 1 or 3 which has probability approximately 65% in the first case and
we needed 716 = 0 or 2 which has the probability approximately 35% in the
second case. Then we improved our algorithm for the first block by adding
the condition m;5[17] = 0 to the step 3.d of the algorithm for the first block.
This condition will ensure that the probability of the condition Z23[17] = 0
is satisfied will be 0.65.

3.2 Explanation of Algorithm for the Second Block

3.2.1 Step 3.c of Algorithm 2.

We are satisfying the prescribed conditions for Rig and R17 in this step. The
general method of satisfying the conditions is described in 2.2. Computation
of the register R}, is being done to prepare for step 4. and will be described
in 3.2.2.

The conditions to be satisfied are
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30 29 28 27
3 2 10 Ris 0 1 1 1
Ri5(b3 bs by bg G| 7 1 1 1
Ziglzs 22 21 20 My |mso mag mog may
R16 T3 K16 1 1 1 0
Z16 z3 zZ9 Z1 20

Table 15: Ri63 = Ri53
Table 16: Zi4

e Rig[3] = Ri5[3]. We want to satisfy the condition by changing of bits
Ri5.3-0. The situation is described in Table 15.

If Zf6[3 — 0] # (1,0,0,0), then we can set the bits bs, by, by so that
bs = x3. If Z4[3 — 0] = (1,0,0,0), the condition Rys[3] = Ry5[3] can not
be satisfied by changing of by, by, by. In this case (% of all possibilities) we
need to change at least one bit in M;[30 — 27].

My = (Ry — Ro) <272 — (F(Ro, R_1, R_2) + R_3 + K1)

That means M;[30 — 28] can be changed by some change in Ry[10 — 8] or
R;[10 — 8]. Then we obtain Z;4[3 — 0] # (1,0,0,0) and the condition can be
satisfied by changing of bits bo, by, b.

o Rig[15] = Ri5[15]. We satisfy the condition by the specific changes in
Ri5 and Ri9 as it is shown in Tables 17 and 18.

15 14 10 9 8
R£5 bis O Ri2|a10 ag ag
Zig| 0 0 KGMis|y10 Yo ¥s
Rig|x15 714 Zigl 0 0 7
Table 17: R16[15] = R15[15] Table 18: Z16

We set bit Ry5[14] = 0 and then arrange Z;4[15 — 14] = (0,0). Then the
condition Ryg[15] = Ry5[15] is satisfied. Bits in Z;4[15 — 14] we arrange in
R12[10 — 8] as it is shown in Table 18.

e Ris[17] =0. We have free bits R15[17 — 16], that means we can satisfy
the condition by changing of these bits. The situation is shown in Table 19.
We set bit b1g = z16 = T16. Bit b17 is the solution of the following equation

bi7+z17+7116 =0 mod 2.
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17 16
Ri5|b17 big
<

Z16 Z17 216
Rig| O

Table 19: Ry6[17] =0

e Ry7[17]=1. According to R16[16] we find out how we need to arrange
bits in Zf?,l?—lﬁ' If byg = 0, then we need to arrange Z,,[17 —16] = (1,0). If
big = 1, then we need Z;;[17 —16] = (0,1). Z,-[17 — 16] can be arranged by
changing G17[8—6]. Bits G17[8—6] we arrange by setting R14[8—6] = (0,0, 0),
which causes G17[8 — 6] = R15[8 — 6]. The situation is described in Tables
20 and 21.

17 16 8 7 6

Rg@ 0 b16 G17 g8 87 L6

Z17 217 216 KRMy7|ys y7 Ye

R17 1 ? Zl7 217 %16 ?
Table 20: R17717 =1 Table 21: Z17

e Ry4[31] =0. The situation is described in Tables 22 and 23.

26 25 24

31 30 Rio| 1 1 1
‘Ri5| 0 bso Gl 1 0 1
Z_f6231 230 M7y |mae mas Moy
Rig| 0 7 Kl 1 1 0
Z6| 231 230 7

Table 22: Rig31 =0
Table 23: Z16

If 231 = 230, then the condition can be satisfied by setting bgg = z39. If
231 # 230, then changing of z3g can but don’t have to help us. Problem is
with the carry bit 799 in the sum Rig + Zfﬁ. That is why we need to change
Zf6731_30. There are no free bits in R12[26 — 24] and G16[26 — 24] and we
need to change bits in M1[26 — 24]. It holds for a message word M,

My = (R — Ro)<®) — (F(Ro,R_1,R_5) + R_5 + K1).
The change in M;[26 — 24] can by done by the change of R;[4], Ro[4] or in
some cases in Ry[24] (it depends on R_1[24] and R_5[24]).
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e Ri7[31] =0 & R17[29] = R16[29]. We are fulfilling these two conditions
at once. The situation is similar to the situation of satisfying R17[17] =
1. According to bits Ri6[31 — 26] we find out how we need to arrange
717131 — 27]. Then we change bits in G17[22 — 18] to obtain the required
bits Z17[22 — 18]. We set bits R14[22 — 18] = (0,0,0,0,0) and Ry5[22— 18] =
(922, 921, 920, 919, 9138).-

31 30 29 28 22 21 20 19 18
Rgﬁ 0 b3p bag bog Gi6|822 821 820 819 E18
Z17|%31 %29 229 %08 KRMg|y22 Y21 Y20 Y19 Y18
Ri7| 0 w30 w29 wag Zi7| %31 Z29 %29 Zog !
Table 24: R17[31] =0 Table 25: Z17

3.2.2 Step 4. of Algorithm 2.

We are generating a new collision candidate for the second block and we
are trying to satisfy the condition R13[31] = 0 in this step. We know that
changing of bits in Ry, ..., Ry; will not affect the equations for My and Mg.
The registers Rig and R17 are computed from Rio,..., Ri5, M7 and from
Ris, ..., Rig, Mg. That means R16 and R;7 will not change as well.

The computation of R13[31] is described in Tables 26 and 27. The change
of bit R14[17] will cause the change of Z,4[31] and the change of Z;[31] will
cause the change of Ri5[31] what was our goal.

31 30 17 16 15

R£7 0 b30 R14 alr 0 0

Z1g|%31 230 KGMig|y17 yi6 Y15

Rig| 0 7 Z1g| 231 230 7
Table 26: R18,31 =0 Table 27: Z18

Now we can see why we calculated the register R}- in step [3.b]. We
wanted to be sure that changing of R14[17] will not change the conditions
for R1g and Rj7, but it will change R15[31].

Rig = Ri5 + (G(Rys, Rag, Ri3) + Rig + My + K1) <.

The function G(Ry5, R},, R13) will not change because the bit R3[17] = 1.
That means Rig will not change as well.

RI17 = Ry + (G(R16, Ri5, RIM) + Ri3 + Mg + K17)<<<9.

We don’t know how the register R}, will change. To ensure that the pre-
scribed conditions for R, will not change we did the calculation of R, in
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step 3.c of Algorithm 2. We want to note that R/, will be satisfying the pre-
scribed conditions for Rq7 with very high probability. The change in R14[17]
would have to change G(Rj¢, R15, R14) and then the carry in Zf7 would
have to change bits Z;[26 — 29] to change the condition R;7[29] = Ry4[29].

The verifying of the condition Rig[17] will cause that in average we
will go to the verification procedure (Step 5.d) after the calculation of
4 M D5 steps (2x My; and 2x Ryg). Probability that the condition Z;g[17 —
3] # (1,1,...,1) is not satisfied is 271 and can be neglected.
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4 Klima’s and Stevens’ Algorithms

Most recently two new algorithms for collision attack on MD5 were pub-
lished. The first one was published by Marc Stevens [8], the second one
by Vlastimil Klima [9]. First we will present the Stevens’ algorithm. The
pseudo code is slightly different from Stevens’ presentation in [8] but corre-
sponds more exactly to the source code published by Stevens in [8] Appendix
B. We must note that the original description is probably better for under-
standing and the changes we made are minor. On the other hand the changes
improve the running time of the algorithm. We also try to give an overview
of the Klima’s algorithm. The computational complexity of the algorithms
will be calculated in the next section.

Both Stevens and Klima use different indexing for registers. The initial
vector IV occupies the registers @) _3,0 _2,0Q 1,0 and the MD5-compression
function then proceeds with calculating the registers @1, ... Qg¢4. To empha-
size the different indexing of registers we will use the letter () when the
registers are counted from —3 to 64 and the letter R when they are counted
from —4 to 63.

4.1 Stevens’ Algorithm

Notation used in [8] is following

Qi = Ri—1, 1<6<64,
m; = MZ‘, 0<:1 < 15,
T, = Z;, 0<i<63.

A new collision candidate in Algorithm 3 is computed in Step 4, where
registers (Qg, Q10 are changed. Then a message mqg is calculated and the
verification starts in Step 4.(b). Stevens’ Block 2 search algorithm [8] (Sec-
tion 6) differs from the Block 1 search algorithm only in Step 3 where the
loop is repeated until the registers Q17,...,Q92; fulfill the conditions. (In
the Block 1 search algorithm @7 fullfills the conditions immediately.) This
change will extend the duration of Step 3. But because this step is computed
only once for 2! collision candidates, it will not extend the duration of the
whole algorithm remarkably.
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Algorithm 3 Stevens’ Block 1 search algorithm
1: Choose @Q1,Qs, ..., Q¢ fulfilling conditions;
2: Calculate mg, mg, ..., m1s5;
3: Loop until Q1sg, ..., Q91 are fulfilling conditions:

a) Choose @17 fulfilling conditions;

Calculate m; from Q16, Q15, @14, Q13, Q12;

)
c¢) Calculate Q2 and ma, ms, myg, ms;
)

(
(b
(d) Calculate Q1s, ..., Qo21;

4: Loop over all possible Qg, Q1¢ satisfying conditions such that my; does
not change:

(a) Calculate mqp;

(b) Calculate Qa2, @23, Q24, Mg, Mg, M2, M3, Q25 ..., Qes;

(¢) Verify conditions for Qa2,...,Qs4, T2, T34 and the iv-conditions
for the next block. Stop searching if all conditions are satisfied
and a near-collision is verified.

5: Start again at step 1.

4.2 Klima’s Algorithm

In the paper “Tunnels in Hash Functions: MD5 Collisions Within a Minute”
[9] a new method of tunneling is explained. The paper was published in
March 2006 in the time of finishing of this text, but we try to present the
method by using our terminology. Klima noticed that the method of multi-
message modifications as suggested by Wang et al. and improved in this
thesis has some limits. Multi-message modifications can help to satisfy some
of the conditions for R;, ¢ > 16, but it is difficult to satisfy all conditions
up to Ra3. He asked himself the following: “Suppose we can find a collision
candidate satisfying the conditions up to register Rs3. Can we change some
bits in registers R;, ¢ = 0,...15, and calculate a new collision candidate
that will satisfy the conditions for Rig, ..., Ra3?” The answer is “yes”. He
specified several collections of bits in Ry — Rj9 that have the property that a
change to the bits does not influence (with high probability) the prescribed
conditions for the registers Rig, ..., Ra3. He calls these collections of bits
tunnels. According to the numbers of changes that can be done in the tunnel
he defines the strength of the tunnel. The tunnel of strength n can create 2™
of different collision candidates satisfying all the conditions for Ryg, ..., Ra3.
Different tunnels can be composed. If we can obtain 2" of collision candidates
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using a tunnel of strength r and then we apply another tunnel of strength
s then we obtain together 2”1 of collision candidates. He further describes
different types of tunnels (Section 3). A probabilistic tunnel is a tunnel
that will create a new collision candidate satisfying the conditions for all
R;, i < 23, with probability of success p. The probability p is called the
probability of the tunnel. A deterministic tunnel is a tunnel that will create
a new collision candidate satisfying the conditions for all R;, i < 23, with the
probability 1. A dynamic tunnel is a tunnel in which bits can be changed
according to the values of bits in the other registers. We will add a new
parameter called the price of the tunnel to the description of the tunnels.
This parameter will tell us how many calculations of M D5 steps need to be
done to create a new collision candidate in this tunnel. Suppose that T is a
tunnel and the number of M D5 steps that are computed in the calculation
of a new collision candidate is n. The price of the tunnel T' is an average
number of M D5 steps needed to create a collision candidate satisfying the
conditions for all R;,7 < 23. In the case of some tunnels of probability p, we
have ¢ = p~!n. In the case of more complicated tunnels, some of the registers
affected by the change in the tunnel can be calculated only after we have
checked that the change in the tunnel has generated a new collision candidate
satisfying the prescribed conditions for all R;, ¢ < 23. In this case the price
of the tunnel is ¢ = p~'n; + na, where n; is the number of calculations of
M D5 steps that need to be done to check whether the change in tunnels has
generated a new collision candidate satisfying the prescribed conditions for
all R;, ¢ < 23, and ns is the number of calculations of M D5 steps needed
to be done because of the change in the tunnel.

We summarize the information about the tunnels given in Section 3 of
[9] in the following table, where we named the particular tunnels by T for
i=1,...,6. We must note that the numbers in this table are very roughly
estimated and further analysis is required. However, we will show the idea
of calculation of the complexity of the attack in the next section.
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tunnel strength | probability | price changed words
T : Q9 3 1 3 Mg, My, M1
Ts : Q4 1 1 3 Ms, My, M7
T, : Ql4 8 1 8 My, M3, My, Ra3, Mg
Mz, Myg, My
T3: Q0| 2 i 4*2 + 3| Mo, Ror, Raz, Ros,
My, Mg, My
Tp: Q13| >10 : 3*T + 3| Ms, Rao, Ro1, M15, Raa,
My, Rog, My, My, M3
T, : Q20| >3 roughly% 76 + 3| Ms, Roo, Ra1, Roa, My,
Rog, My, My, M3

Table 28: Tunnels in the first block

32




Algorithm 4 Klima’s algorithm

1: Loop until the conditions for Rqg,..., Re3 are fulfilled
2: Loop over all possible changes in T7
3:  Generate a new candidate for collision
4:  Verify the candidate

5:  Loop over all possible changes in T5.
6: Generate a new candidate for collision
7 Verify the candidate

8 Loop over all possible changes in T3
9: Generate a new candidate for collision
10: Verify the candidate

11: Loop over all possible changes in T}

12: Generate a new candidate for collision
13: Verify the candidate

14: Loop over all possible changes in T5

15: Generate a new candidate for collision
16: Verify the candidate

17: Loop over all possible changes in Tg
18: Generate a new candidate for collision
19: Verify the candidate

20: End of loop Ty

21: End of loop T5

22: End of loop Ty

23: End of loop T3

24:  End of loop Th
25: End of loop T}
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5 Algorithm Complexity

We enumerate the prescribed conditions for registers Rog,..., Rg3 in first
block and we denote by A; the event that condition number j is true as in
Table 29. For the second block we denote by B; the event that condition
number j is true as it is in Table 30. For the conditions on more than one
bit in Z; we used symbol 1*, that means that all specified bits are 1, and 0*
to mean that all specified bits are 0.

Ay Ryo[17] =0 At Ry[31] =0 Az Ry[31] =0

Ay : Zao[17] =0 As: Ry[31] =0 Ag : Ro3[31] =0

Aq 2 Z34[15] =0 Ag : Ry7[31] = Ry5[31] | Ag : Ryg[31] = Ryg[31]
Ao : Rug[31] # Ry7[31] | A1 : Rso[31] = Rus[31] | Az : R51[31] = Rag[31]
Anz : Rs2[31] = R50[31] | A1a: Rs3[31] = R51[31] | A5 @ R54[31] = Rs2[31]
Age : Rs5[31] = Rs3[31] | A17 : Rs6[31] = Rsa[31] | A1s : Rs7[31] = Rs5[31]
Aqg : Rss[31] = Rs6[31] | Ago : R59[25] = 0 Aot Rsg[31] # Rs7[31]
Agy : Rgo[25] = 1 Aoz s Rgo[31] = Rsg[31] | Aoy : Re1[25] =0

Ags : Re1[31] = Rs9[31] | Agg : Re2[25] = 0 Aozt Rea[31] = Reo[31]
Agg 1 IV [25] =0 Agg 1 TVH 25 =1 Asp 1 TV4[26] = 0

Agy  IVR[31]) = IV [31] | Agz : IVE[5] =0 Asg 1 TVE[25] =0

Asy : TV[26] =0 Ass 1 TVE[31] = TV} [31]

Table 29: Conditions block 1

5.1 Conditions on the Initial Vector

The influence of the initial vector value IV on the running time of collision
search algorithm was first described by Stevens in [8] (section 5). There are
8 conditions for the initial vector of the second block IV !. The initial vector
IV? depends on the initial vector IV? as follows

V¢ = 1VQ + Re,
V¢ = IVQ + Rg,
IVy = IV3 + Ry,
vt = IV + Res.

Since the conditions IV3'[25] = 0 and IV4'[25] = 1 are being verified when
the conditions for Rg1[25], Re2([25] are satisfied, the conditions IV4![25] = 0
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Bi: Z16[24 — 26] #1° | Bo: Rig[3] = Ris[3] | Bs : Rig[15] = Ris[15]
By: Rig[l7] =0 Bs: Rigl31] =0 Bs: Ris[17] = 1

Br: Ri7[29] = Rig[29] | Bs : Ruz[31] = 0 By : Z1s[17 — 3] # 1*
Bio: Ris[17] = 0 Bii: Ris[31] =0 Bis : Z19[31 — 29] # 0*
Bz Rig[31] =0 Biy : Ryo[17] = Ru19[17] | B1s : Roo[31] =0

Bis : Rou[31] = 0 Bir: Za[17] = 0 Bis : Rpa[31] = 0

Big : Rog[31] = 0 Bao : Zaa[15] = 0 Boi : Rur[31] = Rus[31]
Bas : Rug[31] = Rug[31] | Bas : Rao[31] # Ruz[31] | Bau : Rso[31] = Rug[31]
Bos : Rs1[31] = Rug[31] | Bog : Rsa[31] = Rso[31] | Boy : Rs3[31] = Rsu[31]
Bas : Rs54[31] = R52[31] | Bag : Rs5[31] = R53[31] | Bao : Rs6[31] = Rs4[31]
B3y : Ry7[31] = Rss5(31] | B3z : Rsg[31] = Rsg[31] | B33 : Rs9[25] = 0

B3y : Rsg[31] # Rs7[31] | Bss = Reo[25] =1 Bsg 1 Reo[31] = Rss[31]
Bir: Z1[21 — 15) # 1% | Bys : R1[25] = 1 Bio : Re1[31] = Rso[31]
Buo : Re2[25] = 1 Bui : Rea[31] = Reo[31] | Buo : Res[25] = 1

Table 30: Conditions block 2

and IV [25] = 1 depend on the values of I V30 and IVJ. Stevens proposed
to add conditions TV{[25] = IV{[24] and IV[25] # IV [24]. We present
the calculation of probability of the event Aog : [ V31 [25] = 0 given that all
events A;, 1 < 28, have already occurred and the calculation of probability
of the event Agg : IV,H[25] = 1 given that all events A;, i < 28, have already
occurred. The calculation is based on the following proposition.

Proposition 5.1. The sum of two registers and the carry bit.

1.

1.

Let A = [CL31,G30, e ,ao]g and B = [bgl, b30, e ,bo]g be a random 32-
bit long registers. Bits a;, 0 < i < 31, and b; 0 < ¢ < 31 are inde-
pendent and chosen from the uniform distribution. Denote by p; the
probability that T; = 0 in the sum A+ B and denote by §; = 1 — p;, the
probability that 7, = 1 in the sum A+ B. Then

- (BOE) OO e
CEOO)ET e

<
Il
o

<

Let A = [as1,as30, . . ., ap)2 be given in advance and B = [bs1, bsg, . . ., bp)2
be a random 32-bit long register, where b; 0 < i < 31 are independent,
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and chosen from the uniform distribution. Denote by p; the probability
that 7, = 0 in the sum A+ B and denote by ¢; = 1 — p; the probability
that 7; = 1 in the sum A+ B. Then

o= (Daen ()7 ()T e

7=0
i 1\i+1
7=0

Proof.

i. We prove the formula for p; by the mathematical induction on i. The
formula for ¢; then follows For i = 0, pg = %. 70 = lonlyifag=by =1,
and 79 = 0 in the other 3 cases.

Suppose that £ > 0 and the proposition holds for : = k£ — 1. For i = k,
7, = 01if ap = by = 0 or if ap # by and 7,_1 = 0. We can write

S B g
b = 4 2pk—1

HEE )06
NONOIEONG

j=
The second equality in (18) and (19) are obvious.

+

1
4

<

Il
(]

ii. Fori=0
forag =0, pg = 1,

fora(]:l, ]50 = P(bOZO):—

Suppose that k£ > 0 and the proposition (ii) holds for i = k — 1. Then

forap, =0, pr = P(kaO)—l—P(bk:l‘Ti_l:O)
— P(by = 0) + P(by = 1)P(7i_1 = 0)
1 n 1.
- 2 2pk:—1a
forap=1, pr = Pbxy=0]|71_1=0)
1

= §Pk—1-

36



We used the fact that the bits b;,7 = 0,...,31 are mutually indepen-

dent. Then
1 1
o= —(1— S
Dk 2( ar) + 5Pk-1
E+1 k-1 J+2
1 1 1
= gl-a)+ <§> + Z(l — ag-1-5) <§>
7=0
k 1\ 7+ 1\ FH
- (B a) ) 6)
=0

where we used the induction assumption for pg_1. The formula for ¢;
can be proved similarly.

O
It follows from Proposition 5.1.i3.:
p2s = P(Aas|Nicog Ai)
24 A
- +1 24+1
P2 = (Zo(l —daa—j) (3)’ ) + (1) ,
j:
for IV1(325 — O7 (7-24 — O),
- (22)
24 .
+1
g = Y dos—j (%)] )
)
where IV = [ds1,dso, ... ,do2, and 724 is the carry from the position 24 in
the sum Rg; + IV30.
The value of pag can be calculated as follows
p2o = P(Az9|Ni<29 A;)
( 24 1\Jj+1
ga =Y doaj (3),
j=0
for IVyys =0, (124 =1),
= (23)
2 1\J+1 1y24+1
pu = Zo(l —cu-) (3) +(3)"
]:
where IV20 = [e31,€30, - - -, Col2, and To4 is the carry from the position 24 in

the sum Rgy + IV, For the original initial vector we get pag = 0.9017 and
P29 = 0.3650.
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Remark 5.2. Stevens in [8] (Section 5) proposed to add conditions IV [25] =
IVQ[24] and IVQ[25] # IV [24] on the initial vector of the attack. These
conditions will cause that pog > % and pog > % If the rest of the bits in the
1 V})O and IV are chosen randomly from the uniform distribution, then the
average value of pog and pog should be close to the value 0.75.

5.2 The Calculation of Complexity

In this section we present the calculation of computational complexity of
the three presented algorithms independent from such values as CPU perfor-
mance or programming language in which the algorithms were implemented.

Basic unit in which we measure complexity is computation of one MD5
step from definition 1.1. This computation consists of four additions mod-
ulo 232, one bitwise boolean function at registers of length of 32 bits and
one left shift rotation:

Ri=Ri 1+ (fi(Ri—1,Ri—2, Ri—3) + Ri_a + K; + W;)<<0
The computation of M;,
M; = (R; — Ri—1) 250 — (£i(R;_1, Ri_5, Ri_3) + Ri_s + K;),

has the same complexity as 1 MD5 step. Computation of the whole com-
pression function hjysps has complexity 26 M D5 steps.
We will ask three different questions for all the algorithms.

1. What is the average number of collision candidates that need to be
verified in order to find one collision?

2. What is the average price for creating one candidate for verification,
i.e. what is the average number of M D5 steps that are computed in
generating one candidate for collision?

3. What is the average price for one verification procedure i.e. what is
the expected value of the number of M D5 steps being computed in
the procedure of verification?

The following consideration will give us the answer to the first question.
Suppose a random experiment has two possible outcomes, success with prob-
ability p and failure with probability ¢ = 1 — p. The experiment is repeated
until a success happens. The number of experiments needed until the first
success occurs is a random variable X with the probability density function

fl@) = P(X =2) = ¢ p.
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The expected value and the variance of a random variable X that has a
geometric distribution with parameter p are

B(X) - - (24)

p?
1—-p
p2

Proofs of these facts can be found in every basic course of the probability
theory. An interpretation of the expected value is that we need in average
6 tries to throw a 6 on a die. The same fact will be used in calculation of
the number of collision candidates that need to be verified. We need to find
out the parameter p i.e. probability that all conditions for the registers R;
in the verification procedure are true. Then

p:P(Alﬂ---ﬂAgg,) = P(A35’A1ﬂ---ﬁA34)P(A1ﬂ---ﬂA34)
= P (Ass]| Nicss A;) P (Asa| Nicsa A;i) P(Ni<3a4s)
35
= HP(Aj| Ni<j Ai)

J=1

For j = 2,...35, we denote p; = P (A;|Ni<; A;) and p1 = (P(A1)).

That means
35
p=]nr:
j=1

Similarly we will denote p; for the events Bj, j = 1,...,42 as P (B;| Ni<; B;)
in the second block.

Proposition 5.3. We denote by C the random variable specifying the num-
ber of collision candidates needed to be verified until a colliding block is
found. Then for the first colliding block we have

i. B(Cs) = 2311%8]%9, for Stevens’ algorithm,

ii. B(Cy) = 2% L for Klima’s algorithm,

D28 P29’

iii. E(C) = 2291%“%8]%9, for our algorithm,

where the values of pag and pag are given in section 5.1 and they depend on
the initial vector of the first block, the values of ps,...,pg in the Stevens’
algorithm are estimated as %, the value py of our algorithm is given in sub-
section 3.1.3, where it is also explained why the probability p4 is 0.65. For
the second colliding block holds

i %?226 for Stevens’ algorithm.
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128 8929
1277
Proof. The random variable C' has geometric distribution. Then from the
description of the algorithms for the first block we can write

35
ps = []p
=3
35
e = [[»s
=7

35
po = |]pi
j=1

For the first block we will make assumption that the value of p;, for j =
7,...,27,30,...,35,is %, because the occurrence of the events A;, i < j does
not have any influence on the occurrence of the event A; and the probability
that condition is satisfied is % We have estimated the value of ps, ..., psg
in the Stevens’ algorithm at % The calculations of psg and pog are given in
Section 5.1. Proposition then follows from (24). Propositions for the second
block can be calculated in the same way. We note that the constant %g is
from the probability of the event Bs; given that all events B;, for i < 29
have already occurred and the constant % is from the probability of the event

Bjo given that all events B;, for ¢ < 12 have already occurred. O

1. for our algorithm.

For the original IV?, pggl pggl = 3.0384. That means the average numbers
of collision candidates should be close to (3.0384)23! for Stevens’ algorithm,
(3.0384)227 for Klima’s algorithm, (4.6745)2%" for our algorithm. Conditions
on the IV? added by Stevens will in average change pz_glpz_g1 =0.7572 = 1.77,
what should speed up the attacks.

Proposition 5.4. We denote by G the random variable specifying the price
for generating of one collision candidate for the first colliding blocks. Then
for generating of the first block holds

1.

k
E(Gs) =1+ 2—1; =1.03 M D5 steps

where kg1 is the average number of M D5 steps being computed in steps
1.-8. of Algorithm 3,

21. 6
co+ 3 2%0<i%i (25 — 1)¢;

i=1 .
E(Gy) = S TIE e y— = 3.314 M D5 steps

where ¢y is the price for finding the first collision candidate satisfying
the prescribed conditions for R;,i < 23, s; is the strength of the tunnel
1 and c; is the price of the tunnel i, fori=1,...,6.
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191.
E(G,) =8.02 M D5 steps

for our algorithm.
For generating of the second block holds

1.
ksa .
EGs) =1+ 2%5 =2 MD5 steps,

where kgo is the average number of M D5 steps being computed in steps
1.-8. of Stevens’ algorithm for the second block.

1.
E(G,) =4 MD5 steps

for our algorithm.

Proof. The computation of the average price for our Algorithm 1 is given at
the end of subsection 3.1.2. The average price for generating the candidate
our Algorithm 2 follows from the explanation of the algorithm in subsection
3.2.2.

For Stevens’ algorithms the value follow from the construction of the
algorithms. The constant ks1 and ks1 can be estimated according to the
implementation of step 3 in the algorithms. For the first block there are
9 prescribed conditions for Ri7,..., Roy to be satisfied and we can suppose
that kg < 219, For the second block there are 14 prescribed conditions and
we can suppose that kg < 259,

We used the following consideration for the Klima’s algorithm with the
tunnels. In the beginning we must generate the first collision candidate
satisfying all the prescribed conditions until Ros for the price ¢g. Then we
clone the first collision candidate in the first tunnel into the 2°! collision
candidates. That means we need to do 2°' — 1 computations of the new
collision candidates for the price ¢1. Then we clone the 2% candidates into
the 251%52 candidates in the tunnel 2. That means we need to do 2°1(2%2 —1)
computations for the price co. Applying this to all tunnels we calculate
the total price for creating of 2517 +56 candidates that are satisfying the
prescribed conditions for the registers R;,i < 23. We get the number 3.314
by substituting the values of s; and ¢; from the Table 28. O

Proposition 5.5. We denote by V' the random variable specifying the ex-
pected price for the verification of one collision candidate. Then for the
algorithms for the first block holds

i. E(Vy) =2.9999 M D5 steps for Stevens’ algorithm,

it. E(Vy) =16.9999 M D5 steps for Klima’s algorithm,
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iii. E(V,) =4.5750 M D5 steps for our algorithm.
For the algorithms for the second block holds
i. E(Vy) =2.9999 M D5 steps for Stevens’ algorithm,
ii. E(V,)=1.9440 M D5 steps for our algorithm.

Proof. We can count the number of M D5 steps from the beginning of the
verification procedure to the point when particular condition is being verified
and calculate the probability that the verification procedure will end when
the condition j is not satisfied. This probability can be calculated from

Pz = | 1= H(pj) Hpj )

j=t Jj<i

where the first product goes over all conditions for step ¢ and the second
product goes over all conditions for steps j < i. The values are for both
blocks are given in Appendix B in Tables 35 and 36. Now we can calculate
the expected value of the random variable V' given by Table 35 and 36 as

E(V) =Y ips,

where i goes over all steps in the particular verification procedure. O

Now the average running time of the algorithms until they find a colliding
block for the original IV can be calculated as

E(C) (E(G) + E(V)),

where C, P and V are the random variables defined in Propositions 5.3, 5.4,
5.5.

For the first colliding block and the original initial vector the average
running time is

i. (3.0384)231(1.032 + 2.999) = 24.5010(23°) M D5 steps for Stevens’
algorithm,

ii. (3.0384)227(3.314 + 16.999) = 7.7153(23Y) M D5 steps for Klima’s al-
gorithm,

iii. (4.6745)2%(8.02+4.5750) = 29.437(230) M D5 steps for our algorithm.
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For the first colliding block and given initial vector we have
i. 8.0638(pagpag) 1230 M D5 steps for Stevens’ algorithm,
ii. 2.5392(pagpag) 1239 M D5 steps for Klima’s algorithm,

iii. 9.6884(pagp2o) 1230 M D5 steps for our algorithm, where the values
pog and pog depends on the given initial vector and formulas for their
calculation are given in Section 5.1.

We did not calculate the complexity of the Klima’s algorithm with tunnels
for the second colliding block, but it can be calculated similarly than for the
first block algorithm. For Stevens’ and our algorithms we have

i. 128226(2 4 2.999) = 0.3149(2%°) M D5 steps for Stevens’ algorithm,

ii. 1222229(4 + 1.9440) = 3.4233(23°) M D5 steps for our algorithm.

Now we can estimate that Klima’s algorithm for the first block is the-
oretically about 3.17 times faster than Stevens’ algorithm and Stevens’ al-
gorithm is theoretically only slightly faster than our algorithm for the first
block. The Stevens’ algorithm for the second block is about eleven times
faster than our algorithm for the second block. If we compare the complex-
ity of our algorithms for the first and the second block, then the complexity
of the algorithm for the first block is about 8 times higher than the com-
plexity of the algorithm for the second block. For Stevens’ algorithms is
the complexity of the algorithm for the first block approximately 93 times
higher than the complexity of the algorithms for the second block. It says
that the complexity of algorithms for the first block is more important for
the complexity of finding two colliding messages.
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6 Results

We implemented our proposed algorithm for the first block as described in
Section 3. First we measured the running time of 226 full MD5 compression
functions which is equivalent to 232 M D5 steps of our implementation on
AMD Athlon XP1800+ and we obtained that 232 M D5 steps = 58.12 sec.
From this we can calculate that 29.437(230) M D5 steps = 427.719 sec. Then
we ran 239 tests of the algorithm for the first block and original IV and we
got the average running time 456.83 sec. This test confirmed that our theo-
retical calculation is quite close. Stevens in Section 6 of [8] gives his results
for the average number of M D5 steps for his first block and recommended
IV is 2336 If we suppose that his recommendation gives the average value
of probabilities from Section 5.1 psg = pog = 0.75, then according to our
calculation of complexity in Section 5.2. the average running time should
be
(0.75)72(1.032 + 2.999)23! = (7.168)23! = 23384,

That also confirms our theoretical calculations of the complexity, based not
on the measuring.

Our implementation of the algorithm for the second block differs from
the proposed algorithm in Section 3, but allows us to find the second block
in 171 sec in average.

Remark 6.1. Some other statistics of the Klima’s and Stevens’ implementa-
tion can be found at http://crypto-world.info/info/result.pdf. The statistics
confirm our theoretical calculation that Klima’s algorithm is approximately
three times faster than the Stevens’.
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Conclusion

Our presented algorithm using multi-message modification allows us to find
collisions in MD5 in only minutes on a common personal computer. We com-
pared computional complexity of our algorithm with algorithms of Klima
and Stevens. The new method of tunneling seems to be very efficient com-
pared to the multi-message modification method. We have also shown the
impact of the initial vector value to the running time of the algorithms.
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A  Prescribed Conditions

3 | 1...0...
4 | 1000100.
5 | 0000001~
6 | 00000011
7 | 00000001
8 | 11111011
9 | 0111....
10 | 0010....
11 | 000...""
12 | 01....01
13 | 000...00
14 | 011...01

0~~"1"°""
01000000
01111111
11111110
1..10001
...10000
0..11111
..0001
..1000
L.1111
.1011

00000000
10111100
11111000
0.0.0101
0.171111
1.01...0
1.00...
0001...
111....
111....

0010.1.1
01007071
00100000
01000000
00111101
01....00
11....10

Table 31: Prescribed conditions for Ry, ..

Notation:

Rz[.]] = y~

. ,R15, block 1

if there is no condition on the bit,
if R;[jJmust be the value 0 or 1,

if R;[jjmust be equal to R;_1[j],

if R;[jJmust not be equal to R;_1[j].
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| i [ Ri31 Ri[0] | Zi

16 | 0l...... ...... 0. “iii... -
17 | 0.7 il 1o i
18 | Ouevvvr it 0 e e Z1g[17 — 3] # 1%
19 | Ovevvnit i e Z19[31 — 29] # 0*
200 | Oeniinn .. T e e
2 o P
22 | 0ttt i i Z9o[17] =0
23 | L i i e

244 | o s e Z34[15] = 0
S e
S T
e
A8 | T e e
T
5T
S P
B2 | Tt e e
B3 | Keviit i i e
BA | T e e
5T S
56 | T i i
S
B | Tt i i e
59 | I..... 0 i e e
60 | J..... Lo i e e
61 | I..... 0 i e e
62 | J..... 0 i e
B3 | e i i e

Vool oo o

Vg | «ovnn. 0. e e e

Vg | ~eentn 0L, ettt i e

Vi |~ 00, it e 0.,

Table 32: Prescribed conditions for R,
I,JJK € {0,1},] # K
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3 T O. oo Laaiiaas e
2 T 01. ...t Lolliion e
e 00. ... ool O.....
0 1...010 1. 1 0... R O
1 ~~~7010. ..0°"""1 0..71... ~70..00.
2 “011111. ..011111 1..01..1 01177111
3 ~011101. ..000100 ...00""0 00010001
4 110010. . ..101111 ...01110 01010000
) ~..0010. ..10..10 .1.01100 01010110
6 f..1011~ ~.00..01 ~0.111110 O0O0..... 1
7 ~..00100 0.11..10 1..... 11 111...70
8 ~..11100 O..... 01 0..7..01 110...01
9 “.o..0111 1....011 1..0..11 11....00
10 ~....... “101 1770..11 11 11
11| ===77mee ....1000 0001 1.......
12 | '0111111  O...1111 111..... 0...1...
13 | ~1000000 1...1011 111..... 1...1...
14 | 01111101 ....... 0 00...... ....0...
15 0.10.... ....... 1 ool ool

Table 33: Prescribed Conditions for R_s, ..., Ry5, block 2
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‘ { ‘ R;[31] R;[0] ‘ Z; ‘
16 [0....... ...... 0. ~....... - Z16[24 — 26] £ 1*
17 0.7 ... oo, 1. oo
18 | 0vevvn cennn 0v v e Z18[17 — 3] # 1*
19 | 0o i Z19[31 — 29] # 0*
20 Ocevvven ot JE
21 Ot e e e s e
22 [ 0ttt e e e Zp[171 =0
23 1o e e e

QML | Z34[15] = 0
45 Tl e e
46 P
47 Tl e e
48 B
49 G
50 B
51 Koo oo e
52 B
53 Koo i e
54 B
55 Koo i i e
56 B
57 G
58 B
59 I..... 0. i e e
60 J.o.o.o.. 1. e s e
61 [I..... L i Zg1[21 — 15] #£ 1*
62 J.o.o... 1. e s e
63 | ...... 1. e e e

Table 34: Prescribed conditions for Rig, . .

I,JJK € {0,1},] #K

20
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B Procedure of Verification

Our Alg. Stevens’ Alg. Klima’s Alg.
1 1y Pj g Pz; g Pz; g Pz;
21 | 1] 27 1 (21
22 | 2| py 270 1 0.675 2 3(273)
23 | 1] 27! 3 0.65(272) 3 24
24-33|0 0 4—13 0 4-17 0 1-9 0
34 | 1| 271 14 | 0.65(273) 18 277 10 271
35-46| 0 0 15 — 26 0 19-30| 0 11-22| 0
47 1| 271 27 | 0.65(27%) 31 276 23 272
48 | 1| 271 28 | 0.65(279) 32 277 24 273
49 | 1| 271 29 | 0.65(279) 33 278 25 24
50 |1 27t 30 | 0.65(277) 34 279 26 275
51 | 1] 271 31 0.65(27%) 35 210 27 276
52 | 1] 271 32 | 0.65(277) 36 211 28 277
53 | 1] 271 33 |0.65(2719) 37 212 29 278
54 | 1] 271 34 |0.65(27 1) 38 213 30 279
5 | 1] 271 35 |0.65(2712) 39 214 31 2~ 10
56 | 1] 271 36 | 0.65(2713) 40 2~ 15 32 211
57 | 1] 271 37 | 0.65(271%) 41 216 33 212
58 (1] 27t 38 10.65(271%) | 42 2~ 17 34 213
59 | 2|27t 27! 39 [1.95(2717) 43 | 3(271) 35 | 3(2719)
60 |2 |27% 271 40 | 1.95(2719) 44 13(27%) 36 |3(2717)
61 | 2|27t 27 | 41 195272 || 45 [3(27%)| 37 |3(27Y)
62 |2 (27127 42 [1.95(2723) | 46 [3(27%)| 38 |3(27%)
63 |0 0 43 0 47 0 39 0
vt |8 44 10.65(2723) || 48 272 40 2~
Total 32 33 29

Table 35: The verification procedure block 1

*p4 = P(Z22[17] = 0) = 0.65 for our Algorithm 1. For Stevens’ Algo-

rithm is estimated as 0.5.
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Our Alg. Stevens’ Alg. Klima’s Alg.
! n; Dj X Da; X Dz X Da;
19 | 141% | 271 271 1 9(27%)
20 2 |27 o7l 2 21(279)
21 1 2 1* 4 7(277) 1 (271
22 2 |271x 27! 6 21(279) 2 3(273)
23 1 271 7 7(2719) 3 274
24-33| 0 0 8—23 0 4—17 0 1-9 0
34 1 271 24 7(271) 18 27° 10 2~ 1
35-46| 0 0 25 — 36 0 19 — 30 0 11— 22 0
47 1 271 37 | 7(2712) 31 276 23 272
48 1 2~ 1 38 7(2713) 32 277 24 273
49 1 21 39 7(2714) 33 28 25 24
50 1 2~ 1 40 | 7(2719) 34 279 26 277
51 1 2~ 1 41 7(2716) 35 2~ 10 27 276
52 1 2~ 1 42 7(2717) 36 2- 11 28 277
53 1 271 43 | 7(2718) 37 2712 29 278
54 1 271 44 | 7(2719) 38 2713 30 279
55 1 271 45 | 7(2720) 39 214 31 210
56 1 271 46 | 7(27%) 40 2715 32 2~
57 1 271 47 | 7(27%) 41 2~16 33 212
58 1 271 48 7(27%) 42 217 34 213
59 2 | 27127t 49 |21(272%) || 43 | 3(2719) 35 | 3(2719)
60 2 | 27127t 50 |21(27% 44 | 3(272h) 36 | 3(2717)
61 | 2+41%| 271 27! 51 2 45 |25(2727) || 37 |25(27%)
62 2 | 27127t 52 £33 46 |21(272) | 38 |21(27%)
63 1 0 53 % e 47 | 7(27%9) 39 | 7(27%)
Total 20 + 2* 26 + 1* 22 + 1%

Table 36: The verification procedure block 2
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