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Intro duction

Hash functions belong among most important cryptographic primitiv es.
A hashfunction takesasinput an arbitrary long binary messageand mapsit
to a binary output of a xed length. The length of the output messages the
length of the hashfunction. The output is called the hashvalue of the input.
The hashvalue is alsoknown asa\digital ngerprin t" of the input message.
Just like a ngerprint can be usedto identify (almost) uniquely a person
the hash value of a messagecan be usedto identify (almost) uniquely the
message.

There are sewral requiremerts a well designed hash function should
satisfy. First of all, the algorithm for computing the hash value of a given
input should be very fast even for extremely long input messages.On the
other hand, the hash function should be \one-way" meaningthat it is very
dicult to invertit, i.e. to nd any input with the prescribed hash value.

Besidesvarious other applications, cryptographic hashfunctions are also
usedin digital signature schemes. Every digital signature schemeis based
on an asymmetric cipher. The digital signature of a documert is obtained
by applying the decryption function of the cipher to the documernt. When
usedin this context the decryption function is alsocalled the signature func-
tion. As asymmetric ciphers are notoriously slow the decryption function
is applied only to the hash value of the documert rather than to the docu-
mert itself. This restricts the length of the messagdo which the decryption
function is applied to the length of the hash function usedin the digital
signature scheme.

Howevwer, replacing the documert by its hash value in digital signature
schemesis not without danger. A digital signature of a messagds simulta-
neously a digital signature of any other messagewith the samehash value
asthe original one. Thusit is critical that the hashfunctions usedin digital
signature schemesare collision resistant, meaningthat it is computationally
infeasibleto nd two di erent messagesvith the samehash value. Only in
this caseit is possibleto assignuniquely a digital signature to the signed
documert.

If a hashfunction is found not to be collision resistart then it doesnot
mean automatically that all digital signaturesthat usedthe hash function
earlier can now be repudiated. To falsify a signature of a given documert
requiresto nd a second preimageof the hashvalue of the documert i.e. to
nd another messagewith the same hash value as the original documert.
This is much stronger requiremert than just to nd any two di erent mes-
sageswith the samehash value.

Lessthan two years ago collision resistanceof seweral widely usedhash
functions was broken. A group of researders lead by Prof. X. Wang (of
ShandongUniversity, China) preserted in [2] collision resistanceattacks on
MD5 and other hash functions. Sincethen a lot of researd on various as-
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Figure 1: Hash function in a digital signature scheme

pects of the Wang et al. attacks was published, seee.g. [4], [5], [6], [7]. In

this master thesis we presen various improvemerns of multi-messagemodi-
cation - the method behind the original Wang et al. algorithm for nding

collisions in MD5. We also presert a new algorithm which is up to our
knowledge the fastest known algorithm based on multi-message modi ca-

tions. While writing this thesis Stevens[8] and Klima [9] publishedtheir fast
algorithms for nding collisionsin MD5. In their algorithms multi-message
modi cations are followed by so-calledtunelling. The idea of tunelling leads
to further improvemerts in running time of their algorithms. Stevens'algo-
rithm is about twice as fast as our algorithm and the Klima's algorithm is
about ten times faster than our. We also presen a detailed calculation of
the computional complexity of the three algorithms and verify experimen-
tally that our results correspond very well to the actual running times of
the algorithms.



1 The MD5 Algorithm

In this sectionwe give a description of the MD5 hashalgorithm. We presen
a slightly modi ed versionto be more suitable for further cryptanalysis and
for the description of our algorithm for nding collisions.

The hashfunction MD5 was designedby Ronald Rivestin 1992. 1t is an
improved version of MD4 and a more detailed description of the algorithm
can be found in its speci cation RFC 1321[1]. To be consisten we preseri
the entire description of the MD5 hash function.

First, the messagds \padded" (extended) sothat its length (in bits) is
congruen to 448 mod 512. Then the 64-bit represenation of the message's
length is appendedto the result. Now the messagdength is a multiple of
512bits and the messagecan be divided into 512-bit blocks. The initializa-
tion vector | V consisting of four 32-bit registers(words) (I Vo; | V1;1 Va; 1 V3)
together with the rst messageblock form the input to the compression
function, denoted hy ps, of the MD5 algorithm. The output of the com-
pressionfunction are four 32-bit registers. Theseregisterstogether with the
secondblock of the messagdorm the secondinput to the compressionfunc-
tion. This processcortinuesfor all blocks of the messagealways using the
output of the previous application of the compressionfunction asa new |V
together with the next messageblock asthe input to the next calculation of
the compressionfunction value. The output of the last computation of the
compressionfunction value is the output of the entire hash function. The
hash value of MD5 has 128 bits.

Mathematically we can summarize the processof calculating the MD5-
hash value of a messagem as follows

M D 5(m) M D5(m9
MD5M %M Lj:::jM %)

hvps(hvps(:::hmps(hmps(1V;MO);M 1)), MK 1y M¥&);

wherem is the input messagem?@its extended(padded) version,andM 9j:::jM K

is the decompositions of m%into blocks of 512 bits.

1.1 The Compression Function

The most important part of the MD5 hash function is its compression
function hyps. It has two inputs, a 128-bit initialization vector 1V =

(I'Vo; 1 V1; 1 Vo; 1 V3) and a 512-bit messageblock M. We will use notation

hmos(l'V; M), to denote the value of the compressionfunction hy ps at a
given initialization vector 1V and a messageblock M.
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Then 64 similar steps are executed, in ead step the new value of register
Ri is computed. This computation is described in the following de nition.

De nition 1.1. An MD5 step is a computation of the next register R;
in the compression function hy ps from known values of the previous four
registersR; 4, Ri 3, Ri 2, Ri 1:

Zi = fi(Ri R 2;Ri 3)+ Rj a4+ Ki+ W;;
z =z,
Ri = R 1+2Z; for0 i 63

or equivalently,
Ri=Ri 1+ (fi(Ri 1;Ri 2;Rj 3)+ Ri 4+ Kj+ W;)"
The symbols usedin this formula have the following meaning:

The messagélock M is divided into sixteen 32-bit words, M g; :::; M 15.
(We usethe upper index for indexing the 512-bit messageblocks and
the lower index for indexing the 32-bit registers.) The messageblock

quenceof 64 words W; asfollows

8
3 MiS for0 i 15
Wi = Mussimod 16; for 16 i 3%
' 3 Msi3imod 16, fOr32 i 47

M7 mod 16; for48 i 63

K is a pseudorandomconstart of length of 32 bits. The valuesof K
are givenin [1].

+ meansthe addition modulo 232, where eah word of length 32 bits
is interpreted as a binary expressionof a natural number < 232,



Zin S is a left circular shift by s; bits of the register Z;, the values of
s; are givenin [1].

fi is a bitwise nonlinear Boolean function de ned as

F(x;y;z) =(x~y)_(x"~2z); forO i 15

foo G(x;y;z) = (x"z)_(y"N:z); forle i 31
'T 3 H(Xy;2) =x Yy z for32 i 47
XYz =y (xM:2); for48 i 63

Remark 1.2. Notice that the calculation of the value of the register R; de-

word W; of the messageblock M. Soit is necessaryto keepthe values of
only four registersR; 3, Rj 2, Ri 1, Rj at every step of computation. This
view of the MD5 calculation is usedin its speci cation RFC 1321[].

Finally, the new initialization vector is computed as:

IVo = R 4+ Rep;

V3 = R 3+ Rey;
IV, = R 2+ Rey;
Vi = R 1+ Reg;

where\+" meansaddition modulo 232,

Mij Ri-1

)

Figure 2: MD5 compressionfunction



1.2 Notation

We shall use two di erent notations for a sequenceA of 32 bits. The se-
guenceA will be called a word or a register. The hexadecimal notation is
emphasizedby the pre x 0x. For example

0x800(&000= 8 16" + 14 16°:
The value of A in binary represenation will be denoted by
[10000000000000001110000000000000] = 23! + 215 + 214 + 213

The i-th bit in A is denoted by A[i], wherei is the order of the bit. Bits
in A arein the order [A[31]::: A[0]]>. By the symbol A[30 28] we denote
the sequenceof bits A[30] A[29] A[28] of the register A. In the following

de nition
n (n mod k)

k
, for a natural number n and a positive natural humber k.

ndiv k =

Denition 1.3. Leta= [a[31]a[30}:::;a[0]]» andb= [f31] B30} :::; KO]],.
Weset 1=0andfori=0;:::;31weset

= afi]+ Hil+ ;1 div2

The value of ; is called the carry from position i in the sum (a+ b), for
1 i 31

Note that
(a+ b[i] = afi] + Kfi]+ ;i 1mod 2

be de ned similarly.



2 Attac k Principle

Wang et al. [2] presenied the rst pair of colliding messagedor MD5 at
the rump sessionof the Crypto 04 conferencein August 2004. Later at
Eurocrypt 2005the sameauthors explained the basic features of their al-
gorithm for nding collisionsin MD5 in more detail[3]. Their description
consistedof a detailed set of conditions, the so-calleddi erential path, that
givesmany conditions for the content of registersduring the calculations of
the MD5-hash value of a messagem = (M %M 1) consisting of two blocks,
ead of length of 512 bites. Although Wang at al claimed that their condi-
tions on the content of registerswere su cien t for nding another message
n = (N9%N?) of the samelength as m and with the same hash value as
M it was shovn by Yajima and Shimoyamain in [6], by Liang and Lai in
[7] and by Stevensin [8] that Wang's su cien t conditions in fact were not
su cien t and further conditions, especially on the form of the sum Z; used
in the calculation of the register R; were neededfor certain indexesi. We
will shortly describe the method of Wang et al. [3].

Although the speci cation of the MD5 hash function usesa xed initial
vector 1V, the attack of Wang et al. works for any initial vector. We will
denote the initial vector of the attack by 1V°, the rst block of the rst
messagey M ©, the secondblock of the rst messagedy M 1, the rst block
of the secondmessageby N © and the secondblock of the secondmessage
by N 1. To provide two di erent messagesn = (M %M 1) andn = (N9N?)
with the samehash value it is necessaryand su cien t to prove that

hvps(hmos(M %1V MY = hyps(hmps(N%1VO);N1);

(padding is overlooked sinceit is the samefor both messagesn and n, since
they have the samelength). We set further V2 = hyps(M%;1V% and
IV = hups(NO1VO).

The collisions presenied by Wang et al. in [2] and [3] aswell asall other
colliding pairs found by various authors sincethe rst Wang'sannouncemen
[2] have the following properties (so- called di er entials)

=M% N9 = (0;0,0;0;2%:0;0,0;0;0,0; +21°: 0;0; 2°1; 0) (1)
1= M?! N! = (0;0,0;0;2%;0;0,0;0;0;0; 2'°:0;0;2%1;0) (2)
Ivr% Ian — (231;231 + 225;231 + 225;231 + 225): (3)

Wang et al. then proceedwith giving preciseforms for modular di erences
Ri RPandxor di erencesR; RP?fori = 0;:::;63,whereR;, Rlarethe reg-
isters obtained during the calculation hy ps(I V%M ©) and hy ps(1 Vo N9),
aswell as preciseforms of I Vi 1Vl and forms of modular and xor di er-
encesfor registersR;, R obtained during the calculation of hy ps(I Vii; M 1)
and hyps(I VL, N1). This is what they call the dier ential path for MD5

10



collision. From the di erential path they derived a set of conditions for par-
ticular bits in the registers Ro;::: Rg3, obtained when processingthe rst
block M ©, for particular bits in |Vl and for particular bits in the regis-
ters Ro;::: Rg3, obtained when processingthe secondblock M (i.e. when
calculating hy ps(l V.i; M 1)). They claimed these conditions were su cien t
for a messagan = (M %M 1) satisfying the conditions and another message
n=M%+ ONO%+ 1) to have the samehashvalue. As we stated above
the claim about su ciency of their conditions is false and in fact further
conditions on Z; for someindexesi are needed.Howeer, it should be noted
that all collisionsin MD5 found sofar have the samedi erential path asde-
scribed by Wang et al. in [3]. The conditions we usedin our algorithms are
basedon conditions in [7]. The list of all conditions is contained in Tables
31, 32,33 and 34. In what follows we call them the prescribed conditions or
briey the conditions. Notation we useis taken from [8]. For the bit R;[j],
i= 4;:::;63andj = 0;:::;31:

8
5 if there is no condition on the bit;
R[] = ‘0, '1' if Rj[j]must be the value O or 1,
im gy ow if Ri[jJmust be equalto R; 1[j];

i) if Rj[j]Jmust not be equalto R; 1[j]:

Bits in registersthat are not prescribed are called free bits. Bits in registers
that have a prescribed value are called xed or prescribed bits.

2.1 The Principle of our Algorithm

The generalmethod of the attack is to compute messagedM;; 0 i 15);
from the rst 16 registersR;, whereRj; 0 i 15 satis es the prescribed
conditions. Then we can cortinue in computing of registersR;; 16 i
63, and ched (verify) if the prescribed conditions are satis ed. If we nd
a condition that is not satis ed then we stop the computing and change
somebits in R;, for some0 i 15. Then we calculate a new message
word M; for indexesi that were a ected by the changein registersR; and
continue in computing and verifying of the conditions for Rj, i  16. If all
prescribed conditions are satis ed we have found the rst (or the second)
block of the colliding messagem. The other colliding messagen is then
given by (1) (or (2)).

By the procedure of veri ¢ ation or simply the veri c ation we will call the
processof calculating the valuesof registersstarting from R and cheding
the prescribed conditions for Rj, i 16. If somecondition is not veri ed
then we start changing some bits in R; for someQ i 15. Then we
compute the a ected messagewords M;. By the geneating of a candidate
for collision we meanthe processof changing bits in registersand computing
a ected messagewnords M;, where by a candidate for collision we meanthe
messageblock that can be calculated from the modi ed registers. We want

11



to note that the computation of a ected messagevords M; doesnot have to
be done beforethe procedure of veri cation is started. In fact, the changes
in Rj doesnot haveto a ect the M neededin calculation of Ry (or the rst
step in the veri cation procedure). We can use advantage of that fact and
calculate the a ected messageword only after someof the rst conditions
are cheded, what will make our algorithm faster.

The complexity of that kind of attack depends on the number of con-
ditions we needto chedk and on the probability that these conditions are
satis ed. The e ciency of this method can be improved if we can somehav

satisfy some of the prescribed conditions for R;; 16 i  63. In Section
2.2 we will shov how the prescribed conditions for Rj; 16 i 18 can
be satis ed by specic changesin R;; 12 i 15. This kind of message

modi cation we usefor nding the secondcolliding block.

For nding the rst colliding block we make use of the obsenation that
there are no conditions for registersRg, R; which meanswe do not have to
set their value in advance. The messagenord M 1 is usedmessagevord M ;
in the calculation of R1 . This meanswe can set the value of register R1g

R1g, without knowing the valuesof Rg; R;. In Section2.2 we will shav how
we can increasethe probability that conditions for R17 and R1g are ful lled.
Now we can choosethe value of the register R;19 and calculate the message

word Mg from Rj; i = 15;:::;19. Then we can calculate Rp; R1 and the rest
of the messagewords Mi;i = 2;:::;5. Furthermore, after that we can just
changebits in R1g and verify the conditions for R;; i = 20;::::63and | V1.

The registers R;7 and Rg will not change. In Section 3.1.2 we presen an

analysis how to set the value of the register R1g that allows us to increase
the probability of satisfying the conditions for Ry and Ry1 and to specify
the probability that condition Z,[17]is satis ed. That meansthe procedure
of veri cation starts with the calculation of the register R,o and the process
of generating a new candidate for collision starts with changing of bits in

R19.

2.2 Satisfying of the Prescrib ed Conditions on R, Ri7 and
Ris

The method of satisfying prescribed conditions for registers R, R17 and
R1g we will be explained by the following example. Supposewe want to
satisfy the condition R;[j] = 0 or R;[j] = 1. In the equation

Ri=Ri 1+ (G(Ri 1;Ri 2;Ri 3)+ Ry 4+ Kj+ W;)" ¥

12



We set :

Zi = (G(Ri 1;Ri 2Ri 3)+ Ri 4+ Kj+ W)
zi = @)™
Gi = G(Ri ;R 2:Ri 3)

KMi = Kij+ W,

KRM; = K;+R; 4+ W,

KGM; = Kij+ G+ W,

Further we denote the bits in theseregistersasit is in the Tables1, 2, 3.

Riiil Ollb b 1bh 2... by
!

Zili Olz z 17 2... 20
Ri[i O]Xj Xji 1Xj 2... Xo

Table 1: R;

Ri 4k Ollax ax 1 a 2 ... &
Gk Olgk & 1 &% 2 --- %
KMi[k O]mkmk 1 Mg 2... Mo
Zi[k O] Zy 4 1 4 2 ... 2o

Table2: Zj; k j s mod 32

Ri 3k O]jdk dx 1 dk 2
Ri 2[k O]jck &k 1 G 2 ... Co
Ri 1k O]jbc b 1 b 2 ... o

Gi|Ok % 1% 2.-- Qo
Table3: Gj; k j s mod 32

. do

We want to satisfy the condition x; = 0 or x; = 1. There are se\weral
placeswhere we can in uence the value of x;:

Bits b, by 1,3 2;::: in R; 1 are free, meaning there are no prescribed
conditions for them. We know:

Xi B+z+ j 1 mod2 (4)

13



To choosethe right value of Iy (4) we needto know the value of j ;. The
equality ; 1= v 2 f0;1g holdsif and only if for the largest] j 1 sud
that b = z we have b = z = v. In most caseswe will setly | = 7 ;.
Then we immediately know that ; 1= z 1 and from (4) we can calculate
the unknown by .

Bits by,  1;::: in R; 1 are xed, meaning there are prescribed condi-
tions for thesebits, sowe needto arrangebits zj, z; 1;::: in Zi/ sothat the
equation (4) holds. This can be donein Rj 4 orin G; or in W;. We must
nd free bits in theseregisters and change them in a way that we get the
desired bits in Z' .

Example 2.1. We needto arrangebits zx;zx 1;Zx 2, in Zi' , to be(1;1;0) (or
6 in decimal expansion). Furthermore, the bits ax;ax 1;ax 2;ak 3N Rj 4
are free. Denotethe sumG; + K; + W; by Y and by yi; Yk 1;Y¥x 2:Y¥k 3 the
bits Y[k (k 3)]. Then we can write the equation:

(day + 28y 1+ ax 2)+ (Ayk+ 2k 1+ Yk 20+ k3 6 mod8  (5)

If y« 3= 0,then wesetay 3= 0and obtain y 3= 0. If yx 3= 1, then
we setax 3 = 1 and obtain ¢ 3 = 1. This allows us to solve (5) for the
unknowns ay, ax 1, ak 2.

The situation when we can changethe bits in G; is similar. We denote
againY = K; + R; 4+ Wij, then solve the equation

(Ao + 20 1+ Ok 2)+ (4Yk+ 2y 1+Yk 2)+ k3 6 mod8

for the unknowns g, gk 1, Ok 2 and setthe bits in R; 1, Rj 2 and Rj 3 so
that

G(Ri 1;Ri 2;Rj 3) = (0% 1%k 20k 3):

The most di cult situation happenswhen we needto change somebits
in the messageegister W; = Mjo, for i = 16;17;18i.e. i°= 1;6;11, because
we do not have enoughfree bits in R; 1, Rj 2, Rj 3 and Rj 4. In this case
we needto write down the equation for the computation of Mo, i°= 1;6; 11,
and seewhether we can in uence speci ed bits in Mjo by changing of some
of the bits in the registers Rjo;:::;Rjo 4. An example of changing bits
in Mjo can be found in 3.2.1, where we attempt to satisfy the condition
R16[3] = Rus[3].

14



3 Our Algorithm

The algorithm we presen consists of two separated parts. The rst one,
generatesthe rst block of a colliding message.The secondone nds the
secondblock of a messageto complete the collision. We begin with the
pseudaode of both parts. We recall that the conditions for the veri cation
procedureare described in Appendix B in Tables31 - 34.

Algorithm 1 Finding the rst block

Input: Initial vector | V°

Output:  Pair of messageM % N°, 1V, v}
R4 IV,R3 IVQR,, IVLR 1 VY

3: rep eat
(@) Randomly changefree bits in R,, R3, R7, Rs, Rg, Rip, R11;
(b) Calculate Mg, M7, Mg, Mg, M1g, M11, M12, R17, R1s;

(c) if one of the conditions for R;7 and Rjg is falsethen
- Try to satisfy them by speci ¢ changesin registersR13 Rig
- Calculate R;7 and R;g again;

(d) if conditions for R;7 and Rg are true then
- Calculate Mlg, M14, M15, Ml;
- if M15[17]= O then execute step 4;

4: Loop over all possiblechoicesin R1g[6 0] and Rig[14 8]
(@) ChangeR1g;
(b) Calculate Mg, Ro, R1, M5, Roo, Ra1;

(c) if Ryp[31]6 0 or Ryp[17]6 R1g[17] or R21[31]6 O then
- Change somebits in Rjg to satisfy the conditions;
- Calculate Mg, Rg, R1, M5; Rog; R again;

(d) if Ry[31]= 0& R20[17]= R19[17]& R21[31]= Othen (Verify the
candidate)

- if all conditions are true then return M9 NO; IV1I; V1.

15



Algorithm 2 Finding the secondblock

Input: Pair of initial vectors|V.; IV (output from Algorithm 1)
Output:  Pair of message ;N 1.

R4 IVigR 3 1Via R2 IVis R 1 1Vi,

(b) Calculate M1, Mg, Ris, R17;RY,; where R, is calculated from
R1s; Rg_)4; R1s5;R16; Mg and Rg_)4 is R14 with dwanged bit R14[17];

(c) if conditions for R1g, R17, are not satis ed then
- try to satisfy them by speci ¢ changesin R1,, R13, R14, Ris;
- calculate R16; R17;
- calculate RY, from R13; R$,; R1s;R16; Mg, Wwhere RY, is R4
with changedbit R14[17];

4: Compute Mg; M2;M3; My4; Ms;
5. rep eat (Generate a new candidate)

(@) Changefree bits in R7, Rg, Rg, R10, R11;
(b) Compute M13, Ris;

(c) if R1g[31] & O then replace R14 by R$, and compute Rig from
RY4; Ris; Raig; RYy;

(d) if Rig[17] = 0 and Z;g[17 3] 6 (1;1;:::;1) then (Verify the
candidate)
- Compute R1g, R20, M10, R21, M15, R22, R23, M7, Mg, Mo,

- if all conditions are true then return M1 N1:

3.1 Explanation of Algorithm for the First Blo ck
3.1.1 Step 3.c of Algorithm 1.

We want to satisfy the conditions for R;7 and Rjg in this step. The general
method of satisfying the conditions is described in 2.2. Here we describe
the processof satisfying the conditions for R;7 and Rig in the rst block.
Notation we useis taken alsofrom 2.2. The conditions to be satis ed are
R17[31] = 0 and R17[29] = R14[29]. We have fully under our cortrol
the register R15. We will setthe bits R14[31 28]= (0;0; 0; 0) and arrange

16



the bits Z/17[31 28]= (0;0;0;0). The conditions R17[31]= 0 and R17[29]=
R16[29] = 0 then follow from the equation R17 = Rig + 2/17 as can be seen
from Table 4.

22 21 20 19 18

31302928 KRMig|Yy22 Y21 Y20 Y19 Yis
Ri/0 O 0 O R0 0 O O O
z,/0000 R15|C22 C21 C20 Cig Cig
R17 0 00 ? RlG - - - - -

Zi710 0 O O 7
Table 4: R17[31]= 0

Table5: R17[31]= 0

We have
Z17 = (G(R16;R15;R14) + KRM17):

To achieve the desired bits in Z17 we will change bits in G(R16; R15; R14).
We set R14[22 17] = (0;0;0;0;0). Then G(Ri16;R15;R14)[22 17] =
R15[22 17]. Now we needto solwve the following equation for the unknowns
C22; C21, C20, C29

(By22 + 4yo1 + 2yp0+ Y19) + (BCo2+ 4Co1 + 2C0+ Ci9) + 18 O mod 16: (6)

If yk 4= 0, then we arrange 15 = 0 by setting ¢cx 4 = 0, and if yx 4= 1,
then we arrange 13 = 1 by setting ¢k 4 = 1. Now the equation (6) can be
solved. The changesin R34 and R15 could be done becausethe bits are free.

R17[17]= 1: We have another prescribed condition R1[17]= 0 which
causeswe can not fulll the condition for R17[17] only by changesin Rg.
To cortrol 17 in Ry + Z/ﬂ, we setZ/17[16] = Ry4[16]. Then we can nd
out, how we needto arrange Z,,[17]. Bits Z,,[17 16] can be arranged by
changesin G;7 in the sameway as we did for the condition R17[31] = O.
The situation is described in Tables6 and 7.

8 7 6

17 16 KRMis|ys Y7 VY6

R—/laoibla Riu/1 1 1

Zl7 217 216 R15 . . .

Ry7| 0 . Rie|bg b7 bg
Z/17 Z17 Z15

Table 6: R17[17]= 1
Table 7: R17;31 =0
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R1g[31] = 0: To cortrol g0 in Ri7 + Z1g, We set Z14[30] = R17[30].
Then we nd out how we needto arrange the bit Z’18[31] We arrange the
bits 218[31 30]in R14[17 16], but this time we needto calculate 15 in
R14+ K GM g in the algorithm, becauseit can not be set aswe did for the
previous conditions. The situation is described in Tables6 and 7.

31 30 17 16 15
R/17 0 bzo Ris|lai7 a1
Z1g|Z31 Z30 K GMi1g|y17 Yie Y15
Rig| 0 . Z17| 731 230
Table 8: R18[3l]: 0 Table 9: R18[3l]: 0

R1g[17] = 0. We satisfy this condition in our algorithm only prob-
abilistically with probability 3 7- That meanswe increasethe probability
of fullling the condition from obvious 1 to % We will try to change bit
218[17] what will changethe bit R1g[17]. The changeof bits R15[3] = R16[3]
will produce the change of G1g[3] and 218[17] only in caseR17[3] 6 Rig[3].
We supposethat the condition R17[3] 6 R15[3] holds with the probability
. Then with the probability 3 we can successfullychange R1g[17]. The

situation is described in Tables10 and 11.

3 2 1
17 16 KRMisg|ys
Ry7/ 0 . Ris|C3
Z_'18217 ) Ris| C3
ng o . R17 b?;
Z:/I.8 Zy7 . run .

Table 10: R1g[17]= 0
Table 11: Ry[17]= 0

3.1.2 Step 4. of Algorithm 1.

First, we showv how a changein the bit R1g[i] a ects the registersR,g, Ra;.
For simplicity we consideronly the caseR1g[i] = 0. Then

R = Rig+ 2 (7)

The other caseRyg[i] = 1 and Rcl’9 = Ryg 2 is similar. For the register
RY, we have

RY% = RY+ (Ris+ G(RJ9;R18 R17) + M2+ Kp)" ° (8)
Changing R1g9 will a ect only the terms highlighted by bold.

- The term RY in (8) will add di erence +2'.
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- The term G(RYy; R1s; R17) in (8) after left shift rotation will add the dif-
ference+2'*° in caseRjzi = 1 and no di erence in caseRiz; = 0. We will
denote this as (+2'*°) (r,,[ij=1) » Where

TRUE
FALSE

_ 1 condition
(condition ) — 0; condition

The expression (condition ) We Will call the -coe cient of the dierence
+2i+5 .
- Term M Q is calculated from the messageword

M2= (Rs Ras)" ** R} F(R4R3R2) Ks 9)

where R? is aected by the changein Rig. We can write the following
equationsfor other a ected registers.

R = R+ (R 3+ F(R$R ;R o)+ My+ Ky)" 12 (10)
R = R 1+(R 4+F(R 1;R 2R 3)+MJ+ K" 7 (11)
M = (R Rig)" ¥ Ris G(Rig;Ri7iR1s) Kig  (12)

From (7) and (12) we have

M§ = Mg+ 212 (13)
and from (11) and (13) we get

RS = Rg+ 2*19: (14)

Denotek = (i + 19) mod 32. Then the bit k+j; O j 31in the term
F(RS;R 1;R ) will be changedif the following conditions are satis ed

LR 1ke) 8 R 2ke)-

2. RY

Ok+j) 8 Rojk+j) i-e. carry in Ro+ 2*1% aected the bit k + j.

3. (k+j) < 32i.e. carry in Rg can aect only bits from position k to
position 31.

Using -coe cien ts we can rewrite this fact in the following form
F(R:R 1;R 2) = F(RoiR 1R 2)
K
2" (R 1[KI6R 2[K)
2k+l
(R 1[k+1]8R 2[k+1]) (Ro[k+1]6R{[k+1]) (k+1<32)

2k+2
(R 1[k+2]8R 2[k+2]) (Ro[k+2]6RO[k+2]) (k+2<32)
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Then from (10) and (9) it follows

R(]? - Rl + 2i+19
2i+3l
(R 1[k]6 R 2[K])
2" (R 4[k+1]6R ok+1]) (Ro[k+1]6RYKk+1]) (k+1<32)
2" (R JK+28R 2k+2) (Ro[k+2] 6 RQ[k+2]) (k+2<32)
Mé): M5 2i+19
2i+3l
(R 1[k]6 R 2[Kk])
2" (R 1[k+1]6R ok+1]) (Ro[k+1]6RYKk+1]) (k+1<32)

2i+l
(R 1[k+2]6 R 2[k+2]) (Ro[k+2]6 Rg[k+2]) (k+2<32)

and nally from (8) we get

R%=Ryp + 2
+ 2i+5 (Ruz: =1)
2i+24
2" (R LKIBR 2IK)
2% (R LKH]BR 2k+1]) (Rolk+1] 8 RO[k+1]) (k+1<32)
26 (R 1[k+2]6R [k+2]) (Ro[k+2]6ROk+2]) (k+2<32)

(15)

wherek = (i + 19) mod 32.
Then we also have

RY, = R+ (Ri7+ G(R%;RY;R1g) + Mg+ Ko)" % (16)

The term RY, will add the samedi erences asin (15). The value of the
nonlinear function G will change at the position j if one of the following
conditions is satis ed.

1. Ryglj] = 0 and RYg[i] 6 Ruofj]
2. Rygli]= 1and R%[j16 Razolj]
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Then from (15) we get

RY, = Ry +2
+ 2I +5 (R17;i :1)
2i+24
i+4
2™ (R 1[KIBR LK)
2" (R K+IER 2k+1)) (Ro[k+1]6 RQk+1]) (k+1<32)

2i+6
(R 1[k+2]8 R 2[k+2]) (Ro[k+2]6RJ[k+2]) (k+2<32)

5149

2i+5+9 . .
(Rug[i+5]=1)  (Rar[il=1)

2i+24+9 .

(Rug[i+24]=1)
2i+4+9 .

(Rig[i+4]=1) (R 1[k]6R 2[k])
2i+5+9 .

(R1g[i+5]=1) (R 1[k+1]6R 2[k+1]) (Ro[k+1]8R{[k+1]) (k+1<32)
2i+6+9

(Ra[i+6]=1) (R 1[k+2]6R 2[k+2]) (Rolk+2]6 RY[k+2]) (k+2<32)
(17

From (15) and (17) we seethat the term +2+5 (Ry7; =1) Strongly depends
on the bit R17[i]. It meansif the register R17 cortains many 0's then this
term will not cortribute to dierences RY; Rz and RY; Rz».

The secondobsenation we should make is the fact that the term

2" (R LKER )

dependson the registersR ; and R », which are words of the initial vector
for the attack. If we can choosethe |1V, then wecansetR 1 = R , and
avoid all di erences of that kind in (15) and (17).

The last obsenation we should make is the fact that not all the condi-
tions in the -coe cien ts of the di erences in (15) and (17) have the same
probability. For examplethe term

2i+6 (R 1[k+2]6R ,[k+2]) (Ro[k+2]6Rk+2]) (k+2<32)

in (15) will add the di erence 21*6 if and only if R 4[i + 21]6 R [i + 22]
and there is carry in Rg + 2*19 from bit i + 19 to i + 21, which means
that Rg[i + 19] and Rg[i + 20] both have to be equal 1. If we suppose
R 41[i+21]6 R »[i+ 22],then the probability that Ro[i+ 19]= Ro[i+20]= 1
i« 1.
is 7:

Now there are two interesting questions:

1. Which bit in R19 do we needto change,in order to change (with high

probability) the bits R2o[17], R2o[31], R21[31]?
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2. Which bits in R1g can we change, in order not to change (with high
probability) any of bits Rg[17], R29[31], R21[31]?

An answer to the rst question will help us to increasethe probability
of satisfying the conditions in Ry, R»1. From (15) and (17) we choosethe
bits at positions 7;25;22. We give an overview of most probable changes
that thesedi erences bring to registersR,g and Ry in Table 12. We want
to note that in column R,; we omit the di erences that are the samefor
R,0 and Ry1.

Roo Ro1

o7 | o7 g2 3. [ gle. g2l g8.
DLl pl2. 13 | 920. 921 922
25| 25, 930. p17.| 2. 7. 2.
229, 930. 931 26. o7 28
22| g22. 927. ol | 23L. oA 923
226, 927. 28 28 94 25
120 | 420.495. 924 29 ld. ol
4. 95 26 2l3. l4. oI5

Table 12: Changein Rig

We claim that:

1. if Ry[31] 6 0, then the probability of satisfying the condition R,o[31] =
0 can be increasedby changing the bit R1g[7]. This change can also
changebit R»1[31].

2. if Ryo[17] 6 R19[17], then the probability of satisfying the condition
R20[17]= R19[17] can be increasedby changing the bit R19[25].

3. if R»1[31] & 0, then the probability of satisfying the condition R,1[31] =
0 can be increasedby changing the bit R19[22].

An intuitiv e proof of this claim follows from (15) and (17) From the same
reason we claim that if a new collision candidate is generated from the
register R1g by adding di erence +2° to the value of the register R1g, then
the new candidate will (with a high probability) satisfy the conditions for
Roo and Ry;. Better statistical analysis would be required. We decidedto
generatea new register R1g9 by changing the bits R1g[6 0] and R19[14 8].
The changeis done by adding the di erence +2° to the previous register
R1g9. If the conditions of the registersRyg and R»; are not satis ed, then we
changein the register R1g the bits at the positionsi = 7;22; 25.
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Implementing of the rst block of the attack showed that for the original
|V the probability of ful lling the if condition in step4.cwasonly in 15.78%
of cases.That meansthat the number of calculations M D5 step in onerun
of loop 4 Algorithm 1 wasin average

(0:8422 6+ 0:1578 12)= 6:9468M D5 steps:

The if condition in step 4.d of Algorithm 1 wasful lled with the probability
approximately 86.67%. That meanswe generated

(0:8667)2* = 142000128

of collision candidatesthat were satisfying all prescribed condition for Rj; i
21 in the whole loop 4.(2'4 runs). The total number of M D5 steps that
were neededto create these candidates was ko + (6:9468)24, where kq is
the averagenumber of M D5 steps calculated in the step 3 of Algorithm 1
beforeexecutingthe step 4. The averageprice for generating of one of these
candidatesis then

ko + (6:9468)24 . _ .
142000128 8:0242M D5 steps;

where we estematedky,  27.

For a random initial vector wasthe averageprice for generating of colli-
sion candidate satisfying all prescribed condition for Rj;i 21, even smaller
- approximately 7:86 M D5 steps.

Testsfor estimating of the probabilities for if conditions in the loop 4.
were done for more than 233 runs of the loop 4 of Algorithm 1.

3.1.3 Impro ving the Probabilit y of Z»,[17]= 0

After implemerting the algorithm for the rst block we obsened that the
rst condition in the veri cations procedureis not satis ed with the expected
probability 0:5. In some casesthe probability was remarkably higher, in
somecasesit was remarkably lower. We will explain what was behind this
obsenation.

The condition on Z»,[17] = 0 is chedked only when all the previous
prescribed conditions are satis ed. That meansR5[17] = 0 and we have
speci ed the prescribed condition R1g[17]= R2g[17]= 0. (Saying otherwise
we have set bit R19[17] = 0). That causesG(R19;R20; R21)[17] = 0. The
messagevord M 15 usedin the calculation of Z,;, is not a ected by the change
in R1g and remainsin the step 4 the same,but we do not know it's value.
We noticed that the probability of the satisfying the condition Z,,[17]= 0
was remarkably higher than % in caseM 15[17] = 1 and remarkably lower
than % in caseM 15[17] = 0. The situations are described in Tables13 and
14.
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17 16 17 16
Rig| O R1g| O
G22| 0 G22| 0
Mis| 1 M5/ 0 .
Kyl 0 1 Ky 0 1
222 O 222 0
Table 13: Z5,[17], good Table 14: Z5,[17], bad
situation situation

The di erence is causedby the carry from the 16-th bit 15 in the sum
Rig+ Goy, + M5+ Koo, For the value of 14 can be calculated from the
values of the words R1g; Goo; M 15;K 25 as

16 = (Rig mod 2'7) + (Ga2 mod 21) + (M 15 mod 217) + (K 22 mod 217) div 2:

We denote by S the sum on the right side of the equation. The value
(K 22 mod 217) = 12454in decimal expansion. If we supposethat the values
of R1g mod 217, Gy, mod 217, M 15 mod 217 are \random" i.e. chosenfrom
the uniform distribution, then

8 .
3 0 if S2[124545217 1] = 1.:66%
_ 1 ifs22;28 1] = 3333%
187 5 2 if s2[218218+ 217 1] = 3333%
"3 if S2[218+ 217:517758] = 31:67%

This fact explaineswhy the probability of satisfying the condition Z »,[17] =
0 was higher in caseM{[15] = 1 then in caseM[15] = 0. We needed
16 = 1 or 3 which has probability approximately 65%in the rst caseand
we needed 15 = 0 or 2 which hasthe probability approximately 35%in the
secondcase. Then we improved our algorithm for the rst block by adding
the condition m15[17]= 0 to the step 3.d of the algorithm for the rst block.
This condition will ensurethat the probability of the condition Z,,[17]= 0

is satis ed will be 0:65.

3.2 Explanation of Algorithm for the Second Blo ck
3.2.1 Step 3.c of Algorithm 2.

We are satisfying the prescribed conditions for R1 and R;7 in this step. The
generalmethod of satisfying the conditions is describedin 2.2. Computation
of the register R, is being doneto prepare for step 4. and will be described
in 3.2.2.

The conditions to be satis ed are
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30 29 28 27

3210 Ri2| O 1 1 1
Ris|bz bz by bg Gl 2?2 1 1 1
/
21|23 22 71 2o M1|{m3zp Mpg Mog My7
R16|X3 Kl 1 1 1 0

Zig| 23 Zo 71 Zo
Table 15: Ri63 = Ri53

Table 16: Z16

R16[3] = R15[3] We want to satisfy the condition by changing of bits
Ris3 0. The situation is describedin Table 15.

If Z/16[3 0] 6 (1;0;0;0), then we can set the bits kp;b;; by so that
b; = x3. If 2/16[3 0] = (1;0;0;0), the condition R16[3] = R15[3] can not
be satis ed by changing of by; by; by. In this case(% of all possibilities) we
needto changeat leastonebit in M{[30 27].

Mi1=(R1 Ro)" ® 12 (F(Ry;R ;R 2)+ R 3+ Ky)

That meansM[30 28] can be changedby somechangein Rp[10 8] or
R1[10 8]. Then we obtain Z/16[3 0] 6 (1;0;0;0) and the condition can be
satis ed by changing of bits by; by ; by.

R16[15] = R15[15]} We satisfy the condition by the speci ¢ changesin
R15 and Ry, asit is shavn in Tables17 and 18.

15 14 10 9 8
R/15 bis O Riz|aio ag ag
Zi 0 0 KGMi6|Y10 Yo VY8
Ri6|X15 X14 Zig) 0 0 7

Table 17: R1g[15]= R1s[15]

Table 18: Z 46

We set bit R15[14]= 0 and then arrangeZ'l6[15 14]= (0;0). Then the
condition R16[15] = R35[15] is satis ed. Bits in Z/16[15 14] we arrange in
R12[10 8] asit is shavn in Table 18.

R16[17]= 0. We have free bits R15[17 16], that meanswe can satisfy
the condition by changing of thesebits. The situation is showvn in Table 19.
We set bit byjg = z16 = 16. Bit by7 is the solution of the following equation

b7+ z17+ 16 0 mod 2:

25



17 16
Ris|b17 bie

/
Zig| 217 Z16
Rig| O

Table 19: R16[17]= 0

R17[17]= 1. According to R15[16] we nd out how we needto arrange
bits in Z'17;17 16- If bis = 0, then we needto arrangeZ/17[17 16]= (1;0). If
bis = 1, then we needZ/ﬂ[l? 16]= (0;1). Z/17[17 16] can be arranged by
changingG7[8 6]. Bits G17[8 6]wearrangeby setting R14[8 6] = (0;0; 0),
which causesG17[8 6]= R15[8 6]. The situation is described in Tables
20 and 21.

17 16 8 7 6

Ri| O b Gi17|9s 97 Os

217|217 216 KRM17/ys Y7 VY6

Ri7| 1 ? Zl7 217 Z16 ?
Table 20: R17;17 =1 Table 21: Zl7

R16[31]= 0: The situation is described in Tables22 and 23.

26 25 24

31 30 Rip| 1 1 1
Ris| 0 bgo G| 1 0 1
Z_/16231 Z30 M1|mM2e M2s Moy
Ri| 0 2 K 1 1 O
Zig| 231 Z30 ?

Table 22: R16;31 =0
Table 23: Z 14

If z31 = z30, then the condition can be satis ed by setting bz = z30. If
Z31 6 z30, then changing of z3p can but don't have to help us. Problem is
with the carry bit 59 in the sum R+ 2/16. That is why we needto change
Zl16;3l 30- There are no free bits in R12[26 24] and G16[26 24] and we
needto changebits in M1[26 24]. It holds for a messagenord M 1

Mi=(R: Ro)" @ (F(R;R 1;R 2)+ R 3+ Ky):
The changein M1[26 24] can by done by the change of R1[4]; Rg[4] or in
somecasesin Ro[24] (it dependson R j[24]and R ,[24]).
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R17[31]= 0 & R17[29]= R14[29] We arefullling thesetwo conditions
at once. The situation is similar to the situation of satisfying R17[17] =
1. According to bits R1[31 26] we nd out how we needto arrange
2/17[31 27]. Then we change bits in G17[22 18] to obtain the required
bits Z17[22 18]. We setbits R14[22 18]= (0;0;0;0;0) and R15[22 18]=
(Q22; 921; O20; O19; G18):

31 30 29 28 22 21 20 19 18
R/16 0 bgo bpg by Gi16(022 921 920 J19 U1s
2171231 Z29 Z29 Z28 KRMig6|Y22 Y21 Y20 Y19 Y18
R17| O X3p X29 X28 217|231 Z29 Zp9 Z28 7
Table 24: R17[31]= 0 Table 25: Z17

3.2.2 Step 4. of Algorithm 2.

We are generating a new collision candidate for the secondblock and we
are trying to satisfy the condition R1g[31] = 0 in this step. We know that

The computation of R1g[31]is describedin Tables26 and 27. The change
of bit R14[17]will causethe change of Z/18[31] and the changeof Z/18[31] will
causethe change of R1g[31] what was our goal.

31 30 17 16 15

R/17 0 bso Rula;z 0 O

Z1g|Z31 Z30 K GM1g|y17 Y16 Y15

Rig| 0 ? Z18|231 Z30 ?
Table 26: R18;31 =0 Table 27: Z13

Now we can seewhy we calculated the register R, in step [3.b]. We
wanted to be sure that changing of R14[17] will not changethe conditions
for Ry and R17, but it will changeR1g[31].

Ris = Ris+ (G(R1s;R14;R13) + Ri2+ M1+ Kg)" °:

The function G(R1s; R(l’4; R13) will not change becausethe bit R13[17]= 1.
That meansR1g will not changeas well.

R?, = Rig+ (G(R1s;R15,RY) + Riz+ Mg+ Kq7)" %

We don't know how the register R, will change. To ensurethat the pre-
scribed conditions for R?; will not changewe did the calculation of RY; in
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step 3.c of Algorithm 2. We want to note that R, will be satisfying the pre-
scribed conditions for Ry7 with very high probability. The changein R14[17]
would have to change G(R16; R15;R14) and then the carry in Z'17 would
have to change bits Z/17[26 29]to changethe condition R17[29]= R16[29].

The verifying of the condition R1g[17] will causethat in average we
will go to the verication procedure (Step 5.d) after the calculation of
4 M D5 steps (2x M 11 and 2x R1g). Probability that the condition Z'18[17
3]6 (1;1;:::;1) is not satis ed is 2 ° and can be neglected.
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4 Klima's and Stevens' Algorithms

Most recenly two new algorithms for collision attack on MD5 were pub-
lished. The rst one was published by Marc Stewvens [8], the secondone
by Vlastimil Klima [9]. First we will presen the Stewvens' algorithm. The
pseudocode is slightly dierent from Stevens' presenation in [8] but corre-
spondsmore exactly to the sourcecode published by Stevensin [8] App endix
B. We must note that the original description is probably better for under-
standing and the changeswe madeare minor. On the other hand the changes
improve the running time of the algorithm. We alsotry to give an overview
of the Klima's algorithm. The computational complexity of the algorithms
will be calculated in the next section.

Both Stevensand Klima usedi erent indexing for registers. The initial
vector | V occupiesthe registersQ 3,Q 2,Q 1,Q0 andthe MD5-compression
function then proceedswith calculating the registersQ1;::: Qgs. TO empha-
size the dierent indexing of registers we will use the letter Q when the
registersare counted from 3to 64 and the letter R whenthey are courted
from 4to 63.

4.1 Stevens' Algorithm

Notation usedin [8] is following

Q = Ry 1 i 64
mg = Mj; 0 i 15
T = Zi; 0 i 63

A new collision candidate in Algorithm 3 is computed in Step 4, where
registers Qg; Q19 are changed. Then a messagemyq is calculated and the
veri cation starts in Step 4.(b). Stevens'Block 2 seart algorithm [8] (Sec-
tion 6) diers from the Block 1 seard algorithm only in Step 3 where the
loop is repeated until the registers Q17;:::; Q21 fulll the conditions. (In
the Block 1 seard algorithm Q17 full lls the conditions immediately.) This
changewill extendthe duration of Step 3. But becausehis stepis computed
only oncefor 2%° collision candidates,it will not extend the duration of the
whole algorithm remarkably.
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Algorithm 3 Stewvens'Block 1 seard algorithm

(@) ChooseQ17 fullling conditions;

(b) Calculate my from Qae; Q1s; Q14; Q13; Q12;

(c) Calculate Q2 and my; mg; my; Ms;

4: Loop over all possibleQg; Q1o satisfying conditions suc that m,; does
not change:

(a) Calculate mjg;

(b) Calculate Q22; Q23; Q24; Mg; Mo;M12;M13;Q25:::; Qea;
for the next block. Stop searting if all conditions are satis ed
and a near-collisionis veri ed.

5. Start again at step 1.

4.2 Klima's Algorithm

In the paper\T unnelsin Hash Functions: MD5 Collisions Within a Minute"

[9] a new method of tunneling is explained. The paper was published in

March 2006in the time of nishing of this text, but we try to presen the
method by using our terminology. Klima noticed that the method of multi-

messagemodi cations as suggestedby Wang et al. and improved in this
thesishassomelimits. Multi-messagemodi cations can help to satisfy some
of the conditions for R;; i 16, but it is dicult to satisfy all conditions
up to Ry3. He asked himself the following: \Supp osewe can nd a collision
candidate satisfying the conditions up to register R,3. Can we changesome
bits in registersR;; i = 0;:::15, and calculate a new collision candidate

speci ed sewral collectionsof bits in Ry R1g that have the property that a
changeto the bits doesnot in uence (with high probability) the prescribed

tunnels. According to the numbersof changesthat canbedonein the tunnel
he de nes the strength of the tunnel. The tunnel of strength n can create 2"

Di erent tunnels canbe composed. If we canobtain 2" of collision candidates
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using a tunnel of strength r and then we apply another tunnel of strength
s then we obtain together 2"* S of collision candidates. He further describes
di erent types of tunnels (Section 3). A prohabilistic tunnel is a tunnel
that will create a new collision candidate satisfying the conditions for all
Ri; i 23, with probability of successp. The probability p is called the
probability of the tunnel. A deterministic tunnel is a tunnel that will create
a new collision candidate satisfying the conditionsfor all Rj; i 23, with the
probability 1. A dynamic tunnel is a tunnel in which bits can be changed
according to the values of bits in the other registers. We will add a new
parameter called the price of the tunnel to the description of the tunnels.
This parameter will tell us how many calculations of M D5 steps needto be
doneto create a new collision candidate in this tunnel. Supposethat T is a
tunnel and the number of M D5 steps that are computed in the calculation
of a new collision candidate is n. The price of the tunnel T is an average
number of M D5 steps neededto create a collision candidate satisfying the
conditions for all R;;i  23. In the caseof sometunnels of probability p, we
havec= p !n. In the caseof more complicatedtunnels, someof the registers
a ected by the changein the tunnel can be calculated only after we have
chedkedthat the changein the tunnel hasgenerateda new collision candidate
satisfying the prescribed conditions for all R;; i  23. In this casethe price
of the tunnel is c = p ny+ ny, where ny is the number of calculations of
M D5 stepsthat needto be doneto ched whether the changein tunnels has
generateda new collision candidate satisfying the prescribed conditions for
all Rj; i 23; and n» is the number of calculations of M D5 steps needed
to be done becauseof the changein the tunnel.

We summarize the information about the tunnels given in Section 3 of
[9] in the following table, where we named the particular tunnels by T; for
i = 1;:::;6. We must note that the numbersin this table are very roughly
estimated and further analysisis required. Howewver, we will shav the idea
of calculation of the complexity of the attack in the next section.
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tunnel strength | probability | price changedwords
Te : Q9 3 1 3 Mg;Mg; M 12
Ts: Q4 1 1 3 M3;Ma; M7
T4 : Q14 8 1 8 M2; M3; My; Ro3; Mg
M7; M3, M4
Tz: Q10| 2 3 42+ 3| Mio;R21;R22; Ros;
Mg;M12; M3
T,: Q13| > 10 : 3*7 + 3| Ms;Ra0; Ra1; Ms; Roz;
M4;Ro3;M1; M2 M3
T:: Q20| >3 roughlyZ | 76 + 3| Ms; Rao; Ro1; R22; M;
Ro3; M1, M2 M3

Table 28: Tunnelsin the rst block
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Algorithm 4 Klima's algorithm

2: Loop over all possiblechangesin T,
3:  Generatea new candidate for collision

4:  Verify the candidate

5. Loop over all possiblechangesin T».

6: Generate a new candidate for collision

7 Verify the candidate

8: Lo op over all possiblechangesin T3

9: Generate a new candidate for collision

10: Verify the candidate

11: Lo op over all possiblechangesin T4

12: Generate a new candidate for collision
13: Verify the candidate

14: Lo op over all possiblechangesin Tsg

15: Generate a new candidate for collision
16: Verify the candidate

17: Loop over all possiblechangesin Tg
18: Generate a hew candidate for collision
19: Verify the candidate
20: End of loop Te
21: End of loop Ts
22: End of loop T4
23: End of loop T3

24:  End of loop T,
25: End of loop T,
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5 Algorithm Complexit y

block and we denote by A; the evert that condition number j is true asin
Table 29. For the secondblock we denote by B; the ewvert that condition
number j is true asit is in Table 30. For the conditions on more than one
bit in Z; we usedsymbol 1 , that meansthat all specied bits are 1, and O

to meanthat all specied bits are 0.

A1 Rzo[l?]: 0 Ao R20[3l]: 0 As: R21[31]: 0
Ay 222[17]: 0 As . R22[3l]: 0 Ag . R23[31]: 0
A7 :Z34[15]= 0 Ag 1 R47[31] = Ry4s[31] |Ag: Rysg[31]= Rye[31]

A10 : R49[31]6 Ry47[31] | A11: Rso[31]= Rug[31] | A1z : Rs1[31]= Ryo[31]
A13: Rs52[31]= Rgo[31] | A14: Rs3[31]= Rs1[31] | A1s: Rs4[31]= Rs2[31]
A6 : Rs5[31]= Rs3[31] | A17 : Reg[31]= Rs4[31] | A1g : R57[31]= Rsg[31]

A1 : Rsg[31] = Rs6[31] | Az : Rsg[25]= 0 A21 : Rsg[31]6 Rs7[31]
A2 1 Rgo[25]= 1 A23 1 Reo[31]= Rsg[31] | Az4: Re1[25]= 0

Azs i Re1[31]= Rsg[31] | Aze : Re2[25]= 0 A27 1 Rez[31]= Reo[31]
Az 1 1V4[25]= 0 Ay : I V4[25]= 1 Azo: 1 V4[26]= 0
Azt 1VA[31]= 1 V{[31]| Az : I VE[5]= O Azz: I VE[25]= 0
Azq: I VE[26]= 0 Azs: 1 VE[31]= 1 V[31]

Table 29: Conditions block 1

5.1 Conditions on the Initial Vector

The in uence of the initial vector value | V© on the running time of collision
seart algorithm was rst described by Stevensin [8] (section 5). There are
8 conditions for the initial vector of the secondblock 1V 1. The initial vector
I VO dependson the initial vector | V° as follows

IVE = 1VP+ Reo;
IVE = 1V + Rey;
IV = 1V2+ Re;
IVE = 1VP+ Rea:

Sincethe conditions | V4[25]= 0and | V,;[25]= 1arebeingveri ed when
the conditions for Re1[25} Re2[25] are satis ed, the conditions | V4[25]= 0
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Bl . 216[24 26]6 1 Bz . R16[3] = R15[3] B3 . R16[15]= R15[15]

Bs: Rig[17]= O Bs : Rig[31]= O Be : R17[17]= 1

By : R17[29]= R16[29] | Bg : R17[31]= O Bo:Z1g[l7 3]6 1
Bio: Rig[17]= O By : Rig[31]= O Biy:Z1o[31 2916 O
B1s: R19[31]= 0 B1a 1 R20[17] = R19[17]| B1s : R20[31]= 0

Bie: R21[31]= 0 B17:Z2[17]= 0 Bi1s: R22[31]= 0

B1g: R23[31]= 0 B2o:Z34[15]= 0 B21 1 R47[31] = Ry4s[31]

B22 1 Rag[31] = R4g[31]| B2z : R4g[31] 6 R47[31]| B24 : Rso[31]= Ryg[31]
B2s 1 Rs1[31] = Ra4g[31]| B2e : Rs2[31] = Rso[31]| B27 & Rs3[31]= Rsy[31]
Bo2s : Rs4[31] = Rs2[31]| Bog : Rss[31] = Rs3[31]| B3o : Rsp[31]= Rs4[31]
Ba1: Rs7[31]= Rss[31]| B3z : Rsg[31] = Rsg[31]| Baz : Rsg[25]= 0

B34 : R5o[31] 6 Rs7[31]| B3s : Reo[25] = 1 B3s : Reo[31] = Rsg[31]
Bs7: 261[21 15]6 1 |Bag: R61[25] =1 Bsg: R61[31] = R5g[31]
Bao : Re2[25]= 1 Ba1 : Re2[31]= Reo[31]| B4z : Re3[25]= 1

Table 30: Conditions block 2

and | V4[25] = 1 depend on the valuesof | V{ and | V. Stevens proposed
to add conditions 1 V[25] = 1 V2[24] and | V.[25] 6 |V [24]. We presert
the calculation of probability of the evernt A,g : 1 V4[25] = 0 given that all
ewverts Aj, i < 28, have already occurred and the calculation of probability
of the evert Ay : 1 V}[25]= 1 giventhat all everts A;, i < 28, have already
occurred. The calculation is basedon the following proposition.

Prop osition 5.1. The sum of two registers and the carry bit.

i. Let A = [ag1;azg;:::;aple and B = [bs1; bsg;:::;bp]o be a random 32-
bit long registers. Bits aj; 0 i 3L, and b 0 i 31 are inde-
pendent and chosenfrom the uniform distribution. Denote by p; the
prokability that ; = 0in the sumA + B and denotebyg = 1 p;, the
prokability that ; = 1in the sumA + B. Then

0 1
X1 11 1 173 1 +2
= @ — - A+ — — = —+ — 1
P o 2 2 4 27 2 (18)
0 1
@Xi 11, 1 1™
= — — = _ — 1
G . 4 2 2 (19)

be a random 32-bit long register, where by 0 i 31 are independent,
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and chosenfrom the uniform distribution. Denote by p; the probability
that ; = 0in thesumA + B and denoteby g = 1 p; the probability
that { = 1in thesumA + B. Then

0 _ 1
X 1 j+1 1 i+1
p=@ (1 a; > A+ > (20)
. 2 2
i=0
Xi 1 j+1
G = Qi j > : (21)

j=0
Proof.

i. We prove the formula for p; by the mathematical induction oni. The
formula for & then follows Fori = 0, pp = %. o=lonlyifag=hp=1,

and ¢ = 0in the other 3 cases.

Supposethat k > 0 and the proposition holdsfori = k 1. Fori = Kk,
k=0ifac=bc=0orif axc 6 by and ¢ ;= 0. We can write

Pk = 1+1If’k
- ” P 1
4 Zook 1 1
2 j k 1
- 1l 17 1A, 1 3 A
4 2 i=0 2 4 2 4
05( 1
1 j k
- @ I ta, 1l 3
. 2 4 2 4
j=0
The secondequality in (18) and (19) are obvious.
ii. Fori=0
forap=0;, pp = 1
1
forag=1, pp = P(bo=0)=§2

Supposethat k > 0 and the proposition (ii) holdsfori = k 1. Then

forac =0, pc = P(=0)+P(x=1j ; 1=0)
= P(b=0)+P(b=1P(; 1=0)
— 1+1 .
= 3 Eﬁk 1;

foraxk=1 px = P(x=0j ¢ 1=0)
= %ﬁk 1:
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dent. Then
1 1
= Z(1 a)+ s
Pk 2( k) 2I3k 1
1 k+1 Kk 1 1 j+2
= 5(1 ax) + > + 1 a 1) >
0 10
K j+1 1k
= @ 1 &) 5 A+ > ;
j=0

where we usedthe induction assumption for px 1. The formula for ¢
can be proved similarly.

O
It follows from Proposition 5.1.ii: :
P2g = g(AzeJ \ i< 28 Aj) |
R4 i 2
p24 — (1 d24 J ) % j+1 + % 4+1 ,
j=0
= (22)

i=0
for IVRs =1, (24= 1);

R4 .
§ Ra=  daaj 27

the sum Rgy + | V2.
The value of pyg can be calculated as follows

P29 = E(Azgj\k 29 Aj)
R4 41
Ga=  doaj 37
j=0
for IVRys = 0, ( 24= 1);
P j+1 24+1
§p24: @ ca) 37+ 35
j=0
where | V2O = [ca1;C30;:::;Col2, and 24 is the carry from the position 24 in

the sum Re + 1 V,2. For the original initial vector we get ppg = 0:9017and
p2g = 0:3650.
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Remark 5.2 Stewvensin [8] (Section 5) proposedto add conditions | V{[25] =
| VP[24] and | V[25] 6 1VL[24] on the initial vector of the attack. These
conditions will causethat pog % and pog % If the rest of the bits in the
V9 and |V are chosenrandomly from the uniform distribution, then the
averagevalue of pyg and pyg should be closeto the value 0:75.

5.2 The Calculation of Complexit y

In this section we presern the calculation of computational complexity of
the three presened algorithms independert from sud valuesasCPU perfor-
manceor programming languagein which the algorithms wereimplemented.

Basic unit in which we measurecomplexity is computation of one MD5
step from de nition 1.1. This computation consistsof four additions mod-
ulo 232, one bitwise boolean function at registers of length of 32 bits and
one left shift rotation:

Ri=Rj 1+ (fi(Ri 1;Ri 2;Ri 3)+ Ri 4+ Kj+ W;)" Si:
The computation of M;,
Mi= (R R )" ®2 %) (fi(Ri 1;Ri 2Ri 3)+ R 2+ Kj);

has the same complexity as 1 MD5 step. Computation of the whole com-
pressionfunction hy ps has complexity 2°M D5 steps.
We will askthree dierent questionsfor all the algorithms.

1. What is the average number of collision candidates that needto be
veried in orderto nd one collision?

2. What is the average price for creating one candidate for veri cation,
i.e. what is the averagenumber of M D5 steps that are computed in
generating one candidate for collision?

3. What is the average price for one veri cation procedurei.e. what is
the expected value of the number of M D5 steps being computed in
the procedure of veri cation?

The following considerationwill give usthe answer to the rst question.
Supposea random experiment hastwo possibleoutcomes,successvith prob-
ability p and failure with probability q= 1 p. The experiment is repeated
until a successhappens. The number of experiments neededuntil the rst
successccursis a random variable X with the probability density function

f(x)=P(X =x)=qg* Yp:
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The expected value and the variance of a random variable X that has a
geometric distribution with parameter p are

1
p!
1

E(X) (24)

var(X) p:

p2
Proofs of these facts can be found in every basic courseof the probability
theory. An interpretation of the expected value is that we needin average
6 tries to throw a 6 on a die. The samefact will be usedin calculation of
the number of collision candidatesthat needto be veri ed. We needto nd

out the parameter p i.e. probability that all conditions for the registers R;
in the veri cation procedureare true. Then

p=P A1\ \ Ags) P (AssjA1\  \ Az) P(AL\ \ Agg)
= P (Az5)\ic35Ai) P (Az4)\ i< 3 Ai) P(\ i< 34A1)

35
= P(Aji\Vig Ai)
j=1
Forj = 2;:::35 we denote p; = P (Ajj\ig Ai) and p1 = (P(A4)).
That means s

in the secondblock.

Prop osition 5.3. We denoteby C the random variable specifying the num-
ber of collision candidates needed to be veried until a colliding block is
found. Then for the rst colliding black we have

i - o311 1. : -
i. E(Cs) =2 o5 o3 for Stevens'algorithm,

o — 2271 1. L ;
i. E(Ck)=2 D23 Pag for Klima's algorithm,

— o291 1 1. H
ii. E(C)=2 D5 Pos Do3 for our algorithm,

whet the valuesof pog and pyg are givenin section 5.1 and they depend on

algorithm are estimatad as % the value p4 of our algorithm is givenin sub-
section 3.1.3, wher it is also explainal why the prokability p4 is 0:65. For
the second colliding block holds

i. 128226 for Stevens'algorithm.
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128829 i
ii. 1572 for our algorithm.

Proof. The random variable C has geometric distribution. Then from the
description of the algorithms for the rst block we can write

\35
Ps = Pj
j=3
5
Pk = Pj
j=7
35
Po = Pj -

j=1
For the rst block we will make assumption that the value of p;, for j =

not have any in uence on the occurrenceof the evert A; and the probability
that condition is satis ed is 1. We have estimated the value of P3;:::;Pe
in the Stewvens' algorithm at %2 The calculations of pg and pyg are givenin
Section5.1. Proposition then follows from (24). Propositions for the second
block can be calculated in the sameway. We note that the constan % is
from the probability of the evert B3z given that all events Bj, for i < 29
have already occurred and the constart % is from the probability of the evert

B, giventhat all everts Bj, for i < 12 have already occurred. O

For the original 1 V0, p,gp,g = 3:0384. That meansthe averagenumbers
of collision candidatesshould be closeto (3:0384)2! for Stevens' algorithm,
(3:0384)27 for Klima's algorithm, (4:6745)2° for our algorithm. Conditions
onthe | V° addedby Stevenswill in averagechangep,g p,g = 0:75 2 = 1:77,
what should speedup the attacks.

Prop osition 5.4. We denoteby G the random variable specifying the price
for geneating of one collision candidate for the rst colliding blacks. Then
for geneanting of the rst block holds
i.
ksl

E(Gg)= 1+ ﬁi 1:03 M D5 steps

whe Ks; is the averagenumber of M D5 steps being computed in steps
1.-3. of Algorithm 3,

B P
o+ 2 199(2% 1)g
E(Gy) = =1 = 3:314 M D5 steps

251+ Sp+ S3+ S4+ S5+ Sg
wheee ¢y is the price for nding the rst collision candidate satisfying
the prescribed conditions for Rj;i 23, s is the strength of the tunnel
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iil.
E(Go,) = 802 M D5 steps
for our algorithm.

For geneating of the second block holds

i
s2

Ks2
E(Gs) =1+ 15 - 2 M D5 steps;

whe Ks; is the averagenumber of M D 5 steps being computed in steps
1.-3. of Stevens'algorithm for the second black.

E(G,) = 4 MDS5 steps
for our algorithm.

Proof. The computation of the averageprice for our Algorithm 1 is given at
the end of subsection3.1.2. The averageprice for generatingthe candidate
our Algorithm 2 follows from the explanation of the algorithm in subsection
3.2.2.

For Stewvens' algorithms the value follow from the construction of the
algorithms. The constart ksl and ksl can be estimated according to the
implemertation of step 3 in the algorithms. For the rst block there are

that ks; < 21°. For the secondblock there are 14 prescribed conditions and
we can supposethat ksy < 2%,

We usedthe following consideration for the Klima's algorithm with the
tunnels. In the beginning we must generatethe rst collision candidate
satisfying all the prescribed conditions until R»3 for the price ¢g. Then we
clone the rst collision candidate in the rst tunnel into the 25! collision
candidates. That meanswe needto do 25t 1 computations of the new
collision candidatesfor the price ¢;. Then we clone the 25 candidatesinto
the 251*S2 candidatesin the tunnel 2. That meanswe needto do 251(2%2 1)
computations for the price c,. Applying this to all tunnels we calculate
the total price for creating of 25:* *56 candidatesthat are satisfying the
prescribed conditions for the registersRj;i  23. We get the number 3:314
by substituting the valuesof s; and ¢; from the Table 28. O

Prop osition 5.5. We denoteby V the random variable specifying the ex-
pected price for the veric ation of one collision candidate. Then for the
algorithms for the rst black holds

i. E(Vs) = 2:9999M D5 steps for Stevens'algorithm,

i. E(W) = 169999M D5 steps for Klima's algorithm,
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ii. E(Vo) = 45750M D5 steps for our algorithm.
For the algorithms for the second black holds
i. E(Vs) = 2:9999M D5 steps for Stevens'algorithm,
i. E(Vo) = 1:.9440M D5 steps for our algorithm.

Proof. We can count the number of M D5 steps from the beginning of the
veri cation procedureto the point whenparticular condition is beingveri ed
and calculate the probability that the veri cation procedurewill end when
the condition j is not satis ed. This probability can be calculated from

0 10 1

Y Y
P = @1 -(pj)A @ pA

j=i j<i

where the rst product goes over all conditions for step i and the second
product goes over all conditions for stepsj < i. The values are for both
blocks are given in Appendix B in Tables35 and 36. Now we can calculate
the expected value of the random variable V given by Table 35 and 36 as
X
E(V) = XiPxi»
|

wherei goesover all stepsin the particular veri cation procedure. O

Now the averagerunning time of the algorithms until they nd acolliding
block for the original 1V can be calculated as

E(C) (E(G) + E(V)):

whereC, P and V are the random variablesde ned in Propositions 5.3, 5.4,
5.5.

For the rst colliding block and the original initial vector the average
running time is

i, (3:0384)21(1:032+ 2:999) = 245010(2°) M D5 steps for Stevens'
algorithm,

ii. (3:0384)27(3:314+ 16:999) = 7:7153(2%) M D5 steps for Klima's al-
gorithm,

iii. (4:6745)29(8:02+ 4:5750)= 29.437(2°) M D5 steps for our algorithm.
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For the rst colliding block and given initial vector we have
i. 8:0638(8p20) 1230 M D5 steps for Stevens' algorithm,
ii. 2:539208p20) 12%° M D5 steps for Klima's algorithm,

jii. 9:6884(28p20) 12%° M D5 steps for our algorithm, where the values
p2s and ppg dependson the given initial vector and formulas for their
calculation are given in Section5.1.

We did not calculate the complexity of the Klima's algorithm with tunnels
for the secondcolliding block, but it can be calculated similarly than for the
rst block algorithm. For Stevens'and our algorithms we have

i 128226(2 + 2:999) = 0:3149(2°) M D5 steps for Stevens' algorithm,

ii. 1288229(4 + 1:9440)= 3:4233(#°) M D5 steps for our algorithm.

Now we can estimate that Klima's algorithm for the rst block is the-
oretically about 3.17 times faster than Stevens' algorithm and Stevens' al-
gorithm is theoretically only slightly faster than our algorithm for the rst
block. The Stewvens' algorithm for the secondblock is about eleven times
faster than our algorithm for the secondblock. If we comparethe complex-
ity of our algorithms for the rst and the secondblock, then the complexity
of the algorithm for the rst block is about 8 times higher than the com-
plexity of the algorithm for the secondblock. For Stevens' algorithms is
the complexity of the algorithm for the rst block approximately 93 times
higher than the complexity of the algorithms for the secondblock. It says
that the complexity of algorithms for the rst block is more important for
the complexity of nding two colliding messages.
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6 Results

We implemernted our proposedalgorithm for the rst block as described in

Section 3. First we measuredthe running time of 226 full MD5 compression
functions which is equivalert to 232 M D5 steps of our implemertation on
AMD Athlon XP1800+ and we obtained that 23> M D5 steps = 5812 sec.
From this we can calculate that 29:437(2°) M D5 steps = 427719sec. Then

we ran 239tests of the algorithm for the rst block and original |V and we
got the averagerunning time 456.83sec. This test con rmed that our theo-
retical calculation is quite close. Stevensin Section 6 of [8] gives his results
for the averagenumber of M D5 steps for his rst block and recommended
IV is 2336, If we supposethat his recommendationgivesthe averagevalue
of probabilities from Section 5.1 pys = p2g = 0:75, then according to our

calculation of complexity in Section 5.2. the averagerunning time should
be

(0:75) 2(1:032+ 2:999)28! = (7:168)2! = 23384

That alsocon rms our theoretical calculations of the complexity, basednot
on the measuring.

Our implementation of the algorithm for the secondblock diers from
the proposedalgorithm in Section 3, but allows usto nd the secondblock
in 171 secin average.

Remark 6.1. Someother statistics of the Klima's and Stevens'implemerta-
tion canbefound at http://crypto-w orld.info/info/result.p df. The statistics
con rm our theoretical calculation that Klima's algorithm is approximately
three times faster than the Stevens'.
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Conclusion

Our presened algorithm using multi-messagemodi cation allows usto nd
collisionsin MD5 in only minutes on a commonpersonalcomputer. We com-
pared computional complexity of our algorithm with algorithms of Klima
and Stevens. The new method of tunneling seemsto be very e cient com-
pared to the multi-messagemodi cation method. We have also showvn the
impact of the initial vector value to the running time of the algorithms.
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A Prescrib ed Conditions

| i |Ri[31] Ri[0] |
O
1
2 | e 0... ... 0... 0......
3| 1..0.. QAN AMAAIAM - AOTT....
4 | 1000100. 01000000 00000000 0010.1.1
5 | 0000001~ 01111111 10111100 0100M0™M
6 | 00000011 11111110 11111000 00100000
7 | 00000001 1..10001 0.0.0101 01000000
8 | 11111011 ...10000 0.17M111 00111101
9 | 0111.... 0..111112 1.01...0 01....00
10 | 0010.... ...0001 1.00...0 11....10
11| 000...M ...1000 0001...1 O.......
12| 01....01 1111 111...0 0..1...
13 | 000...00 ...1011 111....1 1.1..
14| 011...010 ... 10...... .. 0....
15| 001.....  ceees e,
Table 31: Prescribed conditions for Ry;:::;R15, block 1

Notation:
8
3
Rili] = >

if there is no condition on the bit;

if Ri[j Jmust be the value 0 or 1;

if Rj[j]must be equalto R; 1[j];

if Ri[j Jmust not be equalto R; 1[j]:
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| i | Ri[3]] Ri[0] | Zi

16 ol.... ... 0. Nee AL
17 0N, Ll 1. L
18 Oeere. 0. e Z1g[17 3]6 1
19 | O e e e, Z19[31 29]6 0
20 Oeere. N s
21 O U
22 | Oueee e e e, Z,[17]= 0
23 L. e e e,

Y Z34[15]= 0
45 s s s i
46 Jovoiier s s e,
47 s s s i
48 Jovoiier s s e,
49 T
50 Jovoiier s s e,
51 T
52 Joviees h s i
53 Koo s s
54 Joviees h s i
55 Koo s s
56 B
57 Koo r e e,
58 Joviees h s i
59 ....0.
60 J.olo .
61 ....0.
62 J....0.
63 | s v e e,

IVio | e

[AVES . 0. e,

IVE, | AL0L

IVga | %000 0.....

Table 32: Prescribed conditions for Ryg;:::;Re3 and | V.1, block 1

1;J;K 20;1g;1 6 K
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[T [Ri[31] Ri[0] |
3 ... 0. i

2 A0l e,
1200, e 0.....

0 | 1..010. 1.1 0. . 0.

1 | man010.  .0MAAL 0.4 An0..00.
2 | A011111. .011111 1.01.1  011~111
3 | 7011101. ..000100 ..00™0 00010001
4 | 110010..  .101111 ..01110 01010000
5 | A.0010. ..10.10  .1.01100 01010110
6 | 1.1011~  ~00.01 70.111110 00....1
7 | ~.00100 0.11.10 1...11 111...70
8 | ~.11100 0...01  0.~.01  110..01
9 | ~.111  1..011  1.0.11  11...00
10| Ao, LAM01 1M0.11 11,11
11| mMamanaa 1000 0001. 1.
12| 10111111 0..1111  111.... 0..1..
13| 1000000 1..1011  111..... 1..1...
14| 01111101 ... 0 00...... . 0...
15| 0.10.... ... T e,
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Z

16
17
18
19
20
21
22
23
24-44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

Z16[24 26]6 1

Z1g[17 3161
Z19[31 29]6 0

222[17] =0

Z34[15]= 0

Za[21 1516 1

1;J;K 20;1g;1 6 K
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B Pro cedure of Verication

Our Alg. Stevens' Alg. Klima's Alg.
I nj Pi Xi Px; Xi Px; Xi Px;
21 | 1| 21 1 21
22 |2 |py 21 1 0:675 2 3(2 9
23 |1 21 3 0:65(2 ) 3 24
24-33| 0 0 4 13 0 4 17 0 1 9 0
34 (1| 21 14 | 0:65(2 ®) 18 25 10 21
35-46| 0 0 15 26 0 19 30| O 11 22| O
47 | 1| 21 27 | 0:65(2 %) 31 26 23 22
48 | 1| 21 28 | 0:65(2 ) 32 27 24 23
49 | 1| 21 29 | 0:65(2 9) 33 28 25 24
50 |[1] 21 30 | 0:65(2 1) 34 29 26 25
51 |1] 21 31 | 0:65(2 ) 35 2 10 27 26
52 | 1| 21 32 | 0:65(2 9) 36 2 1 28 2 7
53 |1| 21 33 | 0:65(2 19) 37 2 12 29 28
54 (1| 21 34 | 0652 1Y) 38 2 13 30 2 °
55 (1| 21 35 | 0:65(2 1?) 39 2 14 31 2 10
56 |1| 21 36 | 0:65(2 19) 40 2 15 32 2 1t
57 (1| 21 37 | 0:65(2 1% 41 2 16 33 2 12
58 | 1| 21 38 | 0:65(2 1) 42 2 17 34 2 13
59 (2|2 %21 39 [1:.952 17) 43 [3(2 19 35 [3(2 19
60 |22 %21 40 [1:9502 19 44 |32 %Y 36 |32 1)
61 |22 %21 41 [1.9502 % 45 |32 &) 37 |32 %
62 |22 %21 42 [1:.9502 %) 46 | 3(2 ) 38 |32 %
63 |0 0 43 0 47 0 39 0
vl |8 44 | 0:65(2 ) 48 2 40 2 2
Total 32 33 29

Table 35: The veri cation procedureblock 1

*pg = P(Z22[17] = 0) = 0:65 for our Algorithm 1. For Stewvens' Algo-

rithm is estimated as 0:5.
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Our Alg. Stevens' Alg. Klima's Alg.
[ n; Pj Xi Px; Xi Px; Xi Px;
19 [1+1* |2 1;2 1 1 9(2 4
20 2 |21;21 2 21(2 9)
21 1 21 4 72 1) 1 2 Y
22 2 |21;21 6 21(2 9) 2 312 %)
23 1 21 7 7(2 19 3 2 4
24-33| 0 0 8 23 0 4 17 0 1 9 0
34 1 21 24 | 72 18 25 10 21
35-46| O 0 25 36 0 19 30 0 11 22 0
47 1 21 37 |72 ¥ 31 26 23 22
48 1 21 38 |72 B 32 27 24 23
49 1 21 39 |72 33 28 25 2 4
50 1 21 40 | 7(2 19 34 2° 26 25
51 1 21 41 | 7(2 19) 35 2 10 27 26
52 1 21 42 | 72 1) 36 2 1 28 2 7
53 1 21 43 | 7(2 18 37 2 12 29 28
54 1 21 44 | 72 1) 38 2 13 30 29
55 1 21 45 | 7(2 %9 39 2 14 31 2 10
56 1 21 46 | 72 40 2 15 32 2 1t
57 1 21 47 | 72 %) 41 2 16 33 2 12
58 1 21 48 | 72 %) 42 2 1 34 2 13
59 2 | 2421 49 |21(2 %) 43 | 312 19 35 | 312 19
60 2 | 2421 50 |21(2 ?") 44 | 3(2 %Y 36 | 3121
61 |2+1*| 2 121 51 S5 45 | 25(2 27) 37 | 25(2 %)
62 2 | 21421 52 3t 46 | 21(2 %) 38 | 21(2 %)
63 1 0 53 53T 47 | 7(2 ) 39 | 72 »)
Total 29+ 2 26+ 1 22+ 1

Table 36: The veri cation procedureblock 2
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