Crypto-World 7-8/2010

A. BlizZici se konference k SHA-3 a ruSno mezi kandidst

Vlastimil Klima, kryptolog konzultant, KNZ, s.r.0., Praha
(http://cryptography.hyperlink.cxlastimil.klima@knzsro.cr

Presré pred rokem jsme visle 7-8/2009 uvedli zakladni informace o kandidatea SHA-3,
kteri postoupili do druhého kola, v prosinci jsme pakrypto-Worldu 12/2009 predikovali,
kdo ma nej¥tSi Sanci dostat se do finale, tj. me&i pejlepSich. Bpomeneme si publikované
Gdaje, a to tabulkou 1 z prvnilianku a tabulkou 2 z druhéktinku.

Algoritmus | 64bit | 32bit Autorsky tym, poznamka
Mezinarodni tym 6 lidi, Gligoroski, Knapskog, El-thzdy,
BMW 3 712 Amundsen, Mjglsnes (Norw. Univ.), Klima
Francouzsky tym 14 lidi (DCSSI, EADS, Fr. Telecom,
Shabal 8 10 Gemalto, INRIA, Cryptolog, Sagem)
BLAKE 8/9 9/12 Mezmarodm tym 4 lidi, Aumasson, Henzen, MeieraPh
(Switzerland, UK)
SIMD 11/12 | 12/13| Francouzsky tym 3 lidi, Leurent, Bagliet, Fouque
. Mezinarodni tym 8 lidi, Schneier, Ferguson, Lucks,
Skein /6 21/20 Whiting, Bellare, Kohno, Callas, Walker
CubeHash 160/160 200/200) pany Bernstein, (Univ. of lllinois),v Zadku rychlost
uvazovaného tweaku
13/213 | 13/13
SHA-2 20/13  20/40 NIST, stavajici standard (nesekit pouze pro srovnani)
JH 16 21 Hongjun Wu, Inst. for Inf. Res., Singapore
Mezinarodni tym 3 lidi, Canniere (Kath. Univ. Leayge
Luffa 13/23 | 13/25 Sato, Watanabe (Hitachi)
Hamsi 25 36 Ozgul Kiictk (Kath. Univ. Leuven)
Mezinarodni tym 7 lidi, Gauravaram, Mendel, Knudsen
Grosl 22130 | 23/36 Matusiewicz, Rechberger, Schlaeffer, Thomsen
SHAVite-3 26/38 | 35/55 ||zraelsky tym (Dunkelman, Biham), s Intel AES inizemi
8 cykli/bajt, Bernsteinova dteni viz 2.f.
18/28 | 26/35
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Mezinarodni tym 4 lidi (Bertoni, Daemen, PeeteranV
Keccak 10/20 | 31/62 Assche, STM. NXP)
Mezinarodni tym 7 lidi (Billet, Gilbert, Rat, Peri
Echo 28/53 | 32/61 Robshaw, Seurin), Intel AES instr. ho urychli
Fugue 28/56 | 36/72| Americky tym 3 lidi Halevi, Hall, Ju{liBM)

Tab. 1: Rvodni udaje z Crypto-World 7-8/2009

64 bitovy procesor, 64 bitovy procesor,

256 bitovy hasovy kdd, 512 bitovy hasovy kdd,

rychlost v cyklech/byte rychlost v cyklech/byte
1 [Blue Midnight Wish 7.55 1 [Blue Midnight Wish 3.88
2 [Skein 7.6 2  [Skein 6.1
3 |Shabal 8.03 3  [Shabal 8.03
4 |BLAKE 8.19 4 [BLAKE 9.29
5 |Keccak 10 5 |CubeHash 11
6 |CubeHash 11 6 [SIMD 12
7 |SIMD 11 7 |SHA-512 12.59
8 |Luffa 134 8 |H 16.8
9 [SHA-256 15.34 9  |Keccak 20
10 JH 16.8 10 |Luffa 23.2
11 |Grestl 22.2 11 |Hamsi 25
12 |Hamsi 25 12 |Grestl 30.5
13 [SHAvite-3 26.7 13 |SHAvite-3 38.2
14 |Fugue 28 14 [ECHO 53.5
15 |[ECHO 28.5 15 |Fugue 56

Tab.2: Rivodni udaje z Crypto-World 12/2009

Na zaklad toho jsme také predikovali, Ze prvni 4 kandidatakulky 2 uéité postoupi do
tietiho kola.

S blizicim se datem druhé konference o SHA-3, lderbude konat uz za tyden (23. - 24. 8.
2010) v Santa Barlbe, se z&al zvySovat peet grispivki k jednotlivym kandidaim. Nekteré
byly zveejrény, nekteré z nich maji dosud neznamy obsah a budou miezEy az na
konferenci (program konference viz dale). Také §MW i ¢lenové tymu gihlasili nékolik
prispivki. Byli jsme docela zklaméani, Ze ndmi povaZzovanéazée vysledky nejsou tak
zavazné pro NIST, aby jeizalil do konference, ale pak jsme (zda se) troclangaili, pra
tomu tak je a jak NIST mohl uvazovat. Kraiegeno se domnivame, Ze to, co NIST vi nebo
co ho uz tolik nezajima, nedava na konferencipeatito, co pdebuje prodiskutovat nebo to,
co ho eminentt zajima, to na konferenci d4. Navic, aby byli vBickpokojeni, kazdy ze 14
kandidafh ma prostor na kratké vystoupeni dle své libostku® se podivame na program
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konference, jsou to posledni dva blokyelapilo nas take, Zerippevek k BMW, ktery se
tyka (drobného) urychleni softwarové realizace,diyht, zatimco vice teoretickyispivek o
tom, jak je BMW bezpiny, piijat nebyl. Te’ omluvte zaslepenost autoBMW, ale podle
nés to niZze podle pedchozi Gvahy znamenat, Ze BMW jiZ bylo vicegneybrano do dalSiho
kola. V tretim kole se totiz i@dpoklada, Ze vSichni kandidati uz budou z hlediskgpenosti
(prakticky, téngi) bez chyb a bude se mezi nimi rozhodovat z hledslktické realizace na
raiznych platformach, prosdich a procesorech. Tomu by nahravalo i to, Zeogramu
konference je BMW vlastnzastoupeno pouze z hlediska praktické realizac’do@/ame se
za tyto spekulace, ale asi si dovedetedptavit jaké je nai je mezi @astniky a co se jim
honi v hlaw, kdyz slysi gjaky novy drb.

joreYs

Vyjimku v ptispsvcich k BMW tvdi jediny teoreticky fispsvek, ktery prezentuje nejsijsi
utok na BMW, a ktery je zahajovacintigpvkem konference (to tize byt doopravdy
nadhoda). Jeho auipGuo a Thomsen, haiplasili a publikovali s ndzvem "Distinguishers for
the Compression Function of Blue Midnight Wish witlobability 1. Nazev je dosti hrozivy,
takZze jsme sefjpravili na obhajobu, avSak ¥dhto dnech byl fispvek znenén, a to jak
nazev (no¥ "Deterministic Differential Properties of the BM@ompression Function”), tak
i obsah. Térd¥ detektivni zapletka vrcholi, nebse ukazalo, Zetwodni tvrzeni pispivku
neplati. Autdi volili ptilis odvazné tvrzeni (a tintgimé zmatli i NIST), Ze nalezli odliSova
kompresni funkce BMW od nahodné funkce. Pravdagivwodnim gispevku to byl odliSova
pouze v jednom bitu z 512, ktery se notabene jgboustl v zawrecném kraceni vystupu,
ale i tak by to byl vysledek s velkym V. Nicmg€gre ukazalo, Ze Zadny odliSévé to ani
jednoho bitu) zkonstruovat na bazi jejich pozoravéglze, coz by si jistmuseli od nas na
konferenci vyslechnout. Na&ti pro ostatni ¢astniky konference na tdigli sami a znanili
jak nazev, tak obsaltigpivku.

Z dalSich "drid" je jist¢ zajimavé sledovat, jak se¢ldji rizné nezavislé statistiky a
porovnavani vykonnosti a vhodnosiznych kandidat v SW i HW tak, aby &ktefi kandidati
vypadali Iépe nez ostatnitipisujeme to jednozra¢ spiSe nadSeni pro vlastniho kandidata,
které mir zaslepuje &které autory (stefhjako nas), nez zlému umyslu. Nicrdémezaujaty
pozorovatel se musi dib bavit, jak lze vytvet mizné "nezavislé platformy” a "stejné
podminky" pro vSechny kandidaty, kt¢sou naprosto nesourodi.

Vykonnost kandidata

Chgli bychom ginést skuténé rychlostni charakteristiky jednotlivych kandidata Giznych
platformach (hradlova pole, 8 bitové aZz 64 bitowvécpsory, omezena prosti s malou
pantti apod.), ale to v tuto dobu neni mozné. Prigmito otAzkami se ma zabyvattgina
piispsvka na konferenci, a uvejnit objektivnicisla tel’ jeS€ nelze. Dozvime se je bohuzel az
po konferenci, po vyhodnoceni diskuse k jednotlivghjektivnim hodnocenim a po
stanovisku NIST kdmto srovnavacim analyzam.

Fair play a prakti ¢nost

Také jsou snahy uprdsd sowtZze porkud menit jeji podminky, coz se ukazalo u diskuse
kolem CubehasiCasto niize glovék podlehnout argumetiin, které vypadaji velmi rozunin
Napiklad prof. Bernstein, autor Cubehash, navrhl tawormalni a formalni“ definici
Cubehash, které se pochopitettost liSi v rychlosti a bezpeosti:



Crypto-World 7-8/2010

CubeHash16/ 32-224 for SHA-3-224,
CubeHash16/ 32- 256 for SHA- 3- 256,
CubeHash16/ 32- 384 for SHA- 3-384-nor mal ,
CubeHash16/ 32-512 for SHA-3-512-nor mal ,
CubeHash16/ 1- 384 for SHA-3-384-formal, and
CubeHash16/ 1-512 for SHA-3-512-fornal.

Nekteri diskutujici v postovni konferencifizené na zgtku souwtZe, se fimlouvali za to,
aby NIST zmirnil podminky na bezpyst, Ze neni pteba odolnost 2"512 proti Utoku
nalezenim vzoru, ale Ze po&t®"384 nebo mén A Ze ,... neni mozné Kl tomu, Ze
n¢ktery kandidat to nesfulije, jej vyadit ze hry, i kdyz jinak je velmi rychly a uZiey...".

Ze "...NIST by ndl vybrat nejvhodgjsiho a nejlepsiho kandidata pro praxi, nez se&ehjéen
na “fair-play”, coz konkréth znamena vyzZadovat nesmyslnou odolnost 27512 oproti
prakticky zcela vyhovujici 22384 nebo niératd. ..." Copak to nevypada rozwfinAvSak
dotteni ostatni &astnici se baili, Ze to nelze, protoze kdybyégeli o mirngjSich
pozadavcich na gatku, mohli by navrhnout zcela jiné kandidaty, mgzco navrhli. Ono
certovo kopytko je v tvrzeni "vybrat nejvhoggiho a nejlepSiho kandidata pro praxi”. To
znamena dat stejné Sance vSem ho navrhnout a pefowe vybirat. Pokud se 2mi pohled
hodnoceni uprostd sowtze, uz se nejedna o "wbnejlepsiho”, protoZze neni¢eho vybirat.
»Vybrat nejlepSiho*“ proto indukuje ,fair-play podimku.

Novy genericky utok

Crypto-World vyjde jedt pred vlastni konferenci, kdy vSechny tymy ¢eSvaii" svoji
strategii jak prezentovat svého kandidata co nejlégbo naopak jak najit chyby na ostatnich
nebo jak rozporovat jejich srovnavaci analyzy. Yheapripravy na konferenci vznikla i u
naseho tymu prace, ktera moznagek soutze zasahne (épomluvte zaslepenost auidr
Jedna se o teoretickou praci ukazujici novy gekgritok na haSovaci funkce, které maji tzv.
.harrow-pipe“ konstrukci. V zéjovém cisle Crypto-Worldu bude uz jasno. Pokud NIST
vezme v Uvahu zmovanou praci, mohlo by to vyloit nékteré favority ze hry (Skein, Blake,
Hamsi, SHAvite-3) a tim by se do prvnitige dostali i ti kandidati, ki diive nengli Sanci.
Proto vylEr a konéné pdadi finalisti je nyni dosti nejisté aupodni predikci to mze
vyrazre ovlivnit. Vzhledem k tomu, Ze je t@sté teoreticky utok, mze ho NIST ignorovat,
ale miZe si takéici, Ze ma dost kandidatkteri uvedenou slabinu nemaji. Poznamenejme, Ze
atok se tykaiid MDx, SHA-1 i SHA-2.

Literatura

» Kandidati druhého kola SHA-3ttp://csrc.nist.gov/groups/ST/hash/sha-
3/Round2/index.html

* Druha konference SHA-3ttp://csrc.nist.gov/groups/ST/hash/sha-
3/Round2/Aug2010/index.html

Doplréno po uzéawrce (5.8, 19.00 hod.):
« Drtiva kritika srovnavaci studie HW vykonnosti kaahdats SHA-3
http://crypto-world.info/news/index.php?prispeveRZ¥5&sekce=c
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The Second SHA-3 Candidate Conference
August 23-24, 2010

University of California, Santa Barbara [Corwin Pavilion] First Day
Monday, August 23, 2010

9:00 —9:10
(10 minutes)

Opening Remarks
William Burr, Manager, Security Technology Group, Computer Security Division, National
Institute of Standards and Technology

9:10 - 10:30
(80 minutes)

Session I: Security Analysis (Part A) (15 minutes each)
Session Chair: Lily Chen, NIST

1. Deterministic Differential Properties of the BMW Compression
Function

2. Presented bySgren S. Thomseiigechnical University of Denmark
3. Distinguisher for Full Final Round of Fugue-256

4. Presented byJean-Philippe Aumasson, Nagravision SA

5. New Non-ldeal Properties of AES-Based Permutation&pplicati-

ons to ECHO and Grgstl

6. Presented byYu Sasaki, NTT Corporation

7. Subspace Distinguisher for 58 Rounds of the ECHO-B5Hash
Function

8. Presented byMartin Schlaeffer, IAIK, TU Graz

9. Rotational Rebound Attacks on Reduced Skein

10. Presented byChristian Rechberger, KU Leuven and IBBT

10:30 — 10:55
(25 minutes)

Coffee Break

10:55 -12:15
(80 minutes)

Session II: Security Analysis (Part BY15 minutes each)

Session Chair:.John Kelsey, NIST

1. Cryptanalysis of the Compression Function of SIMD

2. Presented byHongbo Yu, Institute for Advanced Study, Tsinghua
University Beijing

3. Message Recovery and Pseudo-Preimage Attacks on tBempres-
sion Function of Hamsi-256

4. Presented byCagdas Calik, Institute of Applied Mathematics, Mel
East Technical University

5. Symmetric States and their Structure — Improved Andysis of Cu-
beHash

6. Presented byKerry McKay, George Washington University

7. Building power analysis resistant implementations bKeccak

8. Presented byGuido Bertoni, STMicroelectronics

9. Duplexing the sponge — authenticated encryption andther appli-
cations

10. Presented byJoan Daemen, STMicroelectronics

12:15-13:45
(90 minutes)

Lunch
De La Guerra Dining Commons
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13:45 - 15:05
(80 minutes)

Session Ill: Hardware Implementations — Surveyg15 minutes each)
Session Chair:Lawrence Bassham, NIST

1. Uniform Evaluation of Hardware Implementations of the Round-
Two SHA-3 Candidates

2. Presented byStefan Tillich, University of Bristol

3. Fair and Comprehensive Performance Evaluation of 1&econd
Round SHA-3 ASIC Implementations

4, Presented byPatrick Schaumont, Virginia Tech

5. FPGA Implementations of the Round Two SHA-3 Candidges

6. Presented byBrian Baldwin, Claude Shannon Institute for Diseret
Mathematics, Coding and Cryptography

7. How Can We Conduct Fair and Consistent Hardware Evhuation
for SHA-3 Candidate

8. Presented byShin’ichiro Matsuo, National Institute of Informati
and Communications Technology

9. Comprehensive Comparison of Hardware Performance dfourte-

en Round 2 SHA-3 Candidates with 512-bit Outputs Usg Field Pro-
grammable Gate Arrays

10.  Presented byKris Gaj, George Mason University

11. ATHENa - Automated Tool for Hardware EvaluatioN — Toward
Fair and Comprehensive Benchmarking of Cryptographe Algorithms
using FPGAs

12.  Presented byKris Gaj, George Mason University

15:05 - 15:30
(25 minutes)

Coffee Break

15:30 - 16:35
(65 minutes)

Session IV: Hardware Implementations — Selected Atgithms (12 minutes
each)

Session Chair:Andrew Regenscheid, NIST

1. Sharing Resources Between AES and the SHA-3 Secdrdund
Candidates Fugue and Grgstl

2. Presented byKimmo Jéarvinen, Aalto University, School of Science
and Technology

3. Efficient Hardware Implementations of High Throughput SHA-3
Candidates Keccak, Luffa and Blue Midnight Wish for Single- and Multi-
Message Hashing

4. Presented byErkay Savas, Sabanci University

5. Resource-Efficient Implementation of Blue MidnightWish-256
Hash Function on Xilinx FPGA Platform

6. Presented byMohamed Hadedy, Norwegian University of Science

and Technology

7. Unfolding Method for Shabal on Virtex-5 FPGAs — Correte Re-
sults

8. Presented byJulien Francq, EADS Defence & Security, France
9. A Skein-512 Hardware Implementation

10. Presented byJesse Walker, Intel Corporation

16:35 — 16:40 Short Break
(5 minutes)
16:40 — 17:30 Session V: Open Discussion — SHA-3 Competition Stegies and Timeline

(50 minutes)

Session Chair:William Burr, Manager, Security Technology Group, Comp
ter Security Division, National Institute of Stamds.and Technology

[

17:30

Adjourn for Day
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19:00 — 21:00 Reception
(2 hours) The Faculty Club
Second Day
Tuesday, August 24, 2010
9:00 — 9:50 Session VI: Software Implementations — Survey@d5 minutes each)

(50 minutes)

Session Chair:Rene Peralta, NIST

1. Comparative Performance Review of the SHA-3 Secondeund
Candidates

Presented byThomas Pornin, Cryptolog International
Software speed of SHA-3 candidates

Presented byDaniel J. Bernstein, University of Illinois at Chgo
Benchmarking SHA-3 Candidates on Embedded Platforms
Presented byChristian Wenzel-Benner, ITK Engineering AG

SRR REN

9:50 — 10:20
(30 minutes)

Sessmn VII: Software Implementations — Embedded/Ightweight (15 mi-
nutes each)

Session Chair:Rene Peralta, NIST

1. Evaluation of SHA-3 Candidates for 8-bit Embedded Pocessors
2. Presented byStefan Heyse, Ruhr-University Bochum

3. Serialized Keccak Architecture for Lightweight Applications

4. Presented byTolga Yalcin, Department of Cryptography, Institofe
Applied Mathematics, Middle East Technical Univayrsi

10:20 — 10:45 Coffee Break
(25 minutes)
10:45 -11:10 Session VIII: Software Implementations — Selected l§orithms (12 minutes

(25 minutes)

each)

Session Chair:John Kelsey, NIST

1. Optimizing Blue Midnight Wish for size

2. Presented byDaniel Otte

3. An Efficient Software Implementation of Fugue

4, Presented byCagdas Calik, Institute of Applied Mathematics, Mgl
East Technical University

11:10-12:15
(65 minutes)

Session IX: Security Analysis (Part CY15 minutes each)

Session Chair:.John Kelsey, NIST

1. Practical Near-Collisions for Reduced Round BlakelFugue, Hamsi
and JH

2. Presented byMeltem Turan, NIST

3. A SAT-based preimage analysis of reduced KECCAK hdwsfuncti-
ons

4. Presented byPawel Morawiecki, University of Commerce, Poland
5. Pseudo-Linear Approximations for ARX Ciphers With Applicati-
on to Threefish

6. Presented byKerry McKay, George Washington University

7. Security Reductions of the SHA-3 Candidates; On th&ndifferen-
tiability of the Grgstl Hash Function

8. Presented byBart Mennink, KULeuven, Belgium

12:15-13: 45
(90 minutes)

Lunch
De La Guerra Dining Commons
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13:45 - 15:15
(90 minutes)

Session X: Round 2 Candidates Update (Part AL2 minutes each)
Session Chair:Ray Perlner, NIST

1. Blake

2. Presented byJean-Philippe Aumasson, Nagravision SA

3. BMW

4. Presented bySvein Johan Knapskog, Norwegian University of
Science and Technology

5 CubeHash

6. Presented byD.J. Bernstein, University of lllinois at Chicago
7. ECHO

8 Presented byThomas Peyrin, Ingenico

9 Fugue

10.  Presented byCharanjit S. Jutla, IBM Watson Research Center
11.  Groestl

12.  Presented byChristian Rechberger, KU Leuven and IBBT

13. Hamsi

14.  Presented byOzgul Kucuk, KULeuven, Belgium

15:15 - 15:40
(25 minutes)

Coffee Break

15:40-17:10
(90 minutes)

Session XlI: Round 2 Candidates Update (Part B)L2 minutes each)
Session Chair:Lily Chen, NIST

1 JH

2 Presented byHonjun Wu, Institute for Infocomm Research
3 Keccak Update and (Optional) Presentation

4, On the security of the keyed sponge construction

5. Presented byGilles Van Assche, STMicroelectronics
6 Luffa
7 Presented byDai Watanabe, Hitachi, Ltd.
8 Shabal Update and (Optional) Presentation
9

Internal Distinguishers in Indifferentiable Hashinghe Shabal Case

10.  Presented byAnne CanteaulNRIA Paris-Rocquencourt
11.  Shavite-3

12.  Presented byOrr Dunkelman, ENS

13.  SIMD Update and (Optional) Presentation

14.  Security Analysis of SIMD

15.  Presented byCharles Bouillaguet, ENS

16.  Skein

17. Presented byJon Callas, PGP Corporation

17:10-17:30
(20 minutes)

Closing Remarks

William Burr, Manager, Security Technology Group, Computer Sgciivi-

sion, National Institute of Standards and Technglog

17:30

Adjourn




